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Abstract  

In the technological environment, cyber-attacks are popular and becoming more sophisticated, and existing 

intrusion detection models are not adequate in hard threat escapes. The reason for increasing demands in the 

network systems, malicious attackers are increasing their involvement in these areas. Numerous organisations or 

network-based environments have been tackling hundreds of attacks on the network frequently. Conventionally, 

various manual methods have been used for intrusion detection, like traffic log reviews, flow and packet analysis 

and security monitoring. Nonetheless, these techniques are found to be time-consuming and inefficient for 

obtaining better results, and manual methods are unable to detect all types of attacks for network security. To 

overcome these problems, several researchers have focused on intrusion detection systems to provide effective 

security to the networks. Conversely, it results in speed and accuracy lacks. For improving the intrusion detection, 

the proposed research employs a Deep Learning (DL) approach, an Encoded Multi-Layer Perceptron (Encoded 

MLP) with an attention mechanism. For the process of feature optimisation, the proposed model uses the Adaptive 

Beetle Algorithm, which is used to provide accurate results for the detection model. It uses the RT-IoT dataset for 

evaluation. Correspondingly, the efficacy of the projected model is calculated utilising various evaluation metrics 

like F1 Score, recall, accuracy, and precision to estimate the performance of the proposed DL research. 

Furthermore, the comparison of existing models discloses the efficiency of the proposed method. The present 

research is envisioned to contribute to the emerging intrusion detection methods for network and cybersecurity 

against hackers and malicious attacks.  

Keywords: Intrusion Detection, Intrusion Detection System (IDS), Auto Encoder Multi-Layer Perceptron, 

Adaptive Beetle Algorithm, Attention Mechanism and Deep Learning (DL).      

1. Introduction 

Globally, computer networks and the internet have revolutionised the aspect of communication with each other, 

enabling data sharing at an unprecedented rate. However, the pervasive interconnection has created various 

opportunities for malicious actors to abuse the vulnerabilities and unauthorised access to several sensitive 

information [1]. SDN brings many benefits like flexibility, programmability and manageability [2]. An effective 

intrusion detection model is required to secure the network infrastructure from various types of cyberattacks. 

Moreover, an intrusion detection system is a security tool utilised to monitor the network activity and protect 

authenticated users from malicious activities that threaten dependability, accessibility and security of sensitive 

information [3]. In accordance with network security, Software Defined Networks architecture has its unique 

security requirements and several lacks in security flaws make the architecture vulnerable to various malicious 

threats and attacks. Recently, researchers have utilised Artificial Intelligence (AI) based technology for Intrusion 

Detection Systems. Hence, the advantages of Machine Learning (ML) and DL offer various applications in 

Network security. The implementation of DL in a network-based environment is a notable aspect of the platform.    

Contrastingly, the conventional model has employed a data-plane ML solution. The ML solution has been 

evaluated with the help of RF, SVM and KNN to detect DDoS attacks in real network traces and the results have 

shown that the Data plane-ML is faster than the statistical methods [4, 5]. Similarly, the existing model has 

presented a combination of the SMOTE over-sampling method and 1-D CNN method [6]for minority classes of 

attack classification. It has utilised the UNSW-NB15 dataset for the testing process. The outcomes showed that 

the prevailing model has attained better values on evaluation metrics [7]. Correspondingly, a conventional model 

has developed anomaly anomaly-based intrusion prediction system for the IoT networks. Later, it has 
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implemented utilising CNN in 1D, 2D and 3D. It has been validated on four datasets, namely IoT Network 

Intrusion, BoT-IoT, IoT-23 intrusion detection and MQTT-IoT-IDS2020 dataset [8], which have attained better 

values in terms of accuracy [9]. Accordingly, the conventional models accomplished satisfactory results. 

However, it lacks limitations such as accuracy, over-fitting of data, computational cost and low detection 

performances.  

To solve these issues, the proposed model uses a certain set of procedures to improve the performance in detection 

through classification of intrusions and attacks in a network-based environment. The proposed model utilises a 

publicly available dataset, namely RT-IoT. Once the input data are loaded, it processes the pre-processing 

technique to perform missing values and feature optimisation is processed with the help of the Adaptive Beetle 

Algorithm. Then, pre-processed data are divided into two in the ratio 80:20, where 80 per cent is for the training 

process and 20 per cent for the testing process. The training set is passed to the proposed DL model of Auto-

encoder MLP with attention mechanism to perform the intrusion classification. Then, the testing data is tested by 

the detection model and evaluated through performance metrics. The major contributions of the present DL model 

are provided below.  

• To utilise a DL model for intrusion detection with the RT-IoT dataset to enhance the computation and 

accuracy in the present research.  

• To employ Auto auto-encoder MLP with an attention mechanism to perform anomaly classification for 

network security.  

• To calculate the efficiency of the present model with performance metrics like F1 score, accuracy, 

precision, recall and ROC curve.   

1.1. Paper Organization 

The flow of the present model is given here: Section 1 provides an overview of the background of the proposed 

model. Section 2 reviews the conventional literature related to intrusion detection and problem identification. 

Section 3 precisely describes about proposed methodology. Furthermore, section 4 provides a table and graphical 

representation of data analysis. Section 5 discusses the results of the proposed model with traditional research. 

Finally, section 6 concludes the present model along with future research.  

2. Literature Review 

This section provides an analysis of various existing research on intrusion detection, along with other techniques 

for the prediction of intrusion classification systems.  

For instance, the conventional model has developed an adaptive and robust Intrusion Detection System (IDS) to 

predict and classify network attacks. It has utilised the UNSW-NB15 dataset, which has obtained 95.4% of 

accuracy in pre-partitioned classification and 95.6% of accuracy in user-defined multiclass classification [10]. 

Similarly, the prevailing model has developed some ML and DL strategies to improve the Internet of Things (IoT) 

security performance. It has utilised an existing dataset, namely NSL-KDD and BoT- IoT. The existing CNN has 

attained 90.85% of mean accuracy in 10 epochs at a batch size of 32, whereas MLP has attained 54.10% of mean 

accuracy in 10 epochs at a batch size of 128 [11]. Contrarily, the traditional model employed DDoS mitigation in 

IoT-based environments with fog computing and ML techniques. It has used a customised network dataset, and 

the results have shown 77% accuracy [12]. Correspondingly, a CNN-based technique has been deployed for 

anomaly intrusion detection systems (IDS), which took IoT’s advantage. It has provided the ability to analyse the 

whole traffic across IoT. It has utilised the NID and BoT-IoT dataset and has attained better results [13]. Likewise, 

a deep CNN model has been deployed for classifying and detecting nearest real-time network intrusions from the 

imbalanced cloud surrounding. In addition, the evaluation has been carried out with the CSE-CIC-IDS2018 dataset 

that has attained 97.07% of testing accuracy [14].  

Security is one of the major and vital parameters for a Wireless Sensor network. Hence, security could be 

developed through identifying the DoS attacks [15]. Thus, the suggested model has employed 2 kinds of ML 

classifiers, which involved Neural Network (NN) and Support Vector Machine (SVM) for detecting malicious 

attacks in the network systems. NN, a distributed parallel method and a global minimum that has been found by 

training the SVM using a kernel. In accordance with experimental results, it has been identified that SVM has 

attained better accuracy than NN [16]. In a similar vein, the traditional approach has employed different ML 

classification algorithms such as Naïve Bayes (NB), Decision Tree (DT), Random Forest (RF), Decision Table 

(DTb), Random Decision Forest (RDT), and Artificial Neural Network (ANN) to predict intrusions to offer 

services in the cybersecurity domain. It has utilised a cybersecurity dataset. 93%, 94%, 90%, 92%, 91%, 91% and 



90% of accuracy have been attained by DT, RF, RT, DTb, ANN, NB and BN, respectively [17]. Additionally, the 

existing model has deployed a DNN technique for anomaly detection in the Network Intrusion detection 

mechanism. It has utilised the NSL_KDD dataset, and a softmax layer has been used along with a cross-entropy 

loss mechanism for enforcing the conventional model in various classifications comprising 5 labels like normal, 

DoS, R2L, Probe and U2L. It has attained better results [18]. Similarly, the traditional model has developed a 

Difficult Set Sampling Technique (DSSTE) for intrusion prediction in unjust network traffic. It has utilised NSL-

KDD and CSE-CIC-IDS2018 datasets. The existing DSSTE with RF, SVM, XG Boost, LSTM, AlexNet and mini 

VGGNet have attained 80.5%, 77.5%, 80.13%, 81.78%, 82.84% and 81.27% of accuracy, respectively [19]. 

Contrastingly, the prevailing CNN-LSTM has been employed for extracting the real HTTP traffic characteristics 

without compression, calculating entropy and encryption. It has used two datasets, namely CICIDS2017and CSIC-

2010, which have attained better accuracy [20]. Similarly, the conventional model employed fast entropy-based 

DDoS detection. It has analysed CNN and Stacked Auto Encoder (SAE), which have attained 93% and 94% of 

accuracy, respectively [21, 22]. Correspondingly, the existing model has deployed a Generative Adversarial 

Network (GAN), a DL approach framework for the detection of DDoS attacks. It utilised the public CICDDoS 

2019 dataset. The results have shown that the LSTM, GAN and MLP have attained 90.29%, 94% and 92.12% 

accuracy, respectively [23]. The existing model has proposed to categorise benign traffic from DDoS attacks 

through using ML techniques, and has also identified attack detections. It has created an SDN dataset, and the 

outcomes have shown that hybrid SVC-RF has attained 98.8% of accuracy with a low false alarm rate [24]. 

Moreover, the conventional research has employed an IDS framework utilising ML methods. It used a Recurrent 

Neural Network (RNN), LSTM and Gated Recurrent Unit (GRU). It has utilised UNSW-NB15 and NSL-KDD 

datasets. Therefore, XG Boost-LSTM has attained 88.13% of test accuracy in binary classification. For the multi-

class classification, prevailing XG Boost –LSTM has attained 86.93% of test accuracy on the NSL-KDD dataset 

[25].  

2.1. Problem Identification 

• Though the conventional model has produced satisfactory results, it needs improvements in feature 

extraction or optimising techniques [10].  

• Accuracy is a significant evaluation metric utilised to analyse the model’s performance.  Nevertheless, 

classical research has lacked in the accuracy value [10] [11] [12].    

3. Proposed Methodology 

The proposed method identifies and extracts information from the given dataset for intrusion detection. The 

detection is carried out by implementing auto auto-encoder MLP, a DL model with an attention mechanism. 

Existing works on intrusion detection have produced inaccurate results with slow speed convergence. Therefore, 

the proposed model utilised the DL algorithm for the detection of RT-IoT data. Moreover, the flow of the 

proposed DL method is depicted in the figure below. 1.    

 

Figure 1 Design of the Proposed Method 



The figure. 1 deliberates on the proposed model’s flow. It signifies the proposed system creation for anomaly 

classification in a network-based environment. It comprises dataset loading, data pre-processing, and feature 

optimisation with the help of the Adaptive Beetle algorithm, data splitting and classification process using MLP 

and the proposed MLP model. The following figure. Figure 2 shows the mechanism of the proposed method. 

 

Figure 2: Mechanism of the Proposed Method 

Figure 2 shows the mechanism of the proposed model. It shows that the MLP layer has been incorporated with 

the encoded MLP. It is further processed with enhanced multipath backpropagation with an attention mechanism. 

Then, the data are processed with a weighted layer perceptron to get the optimal output.  

3.1. Dataset Description 

The present method utilises the RT-IoT dataset, which is derived from real real-time IoT infrastructure. RT-IoT 

dataset embraces both adversarial and normal network behaviours. It incorporates data from IoT devices like 

Wipro-Bulb, simulated attack scenarios, MQTT-temp and ThingSpeak LED. This dataset provides a precise 

perspective on the complicated nature of the network traffic. Hence, the proposed model uses the RT-IoT dataset 

to provide advanced capabilities of IDS and provide security for IoT networks. The official link to the utilised 

dataset is provided below.  Dataset link: https://archive.ics.uci.edu/dataset/942/rt-iot2022  

3.2. Data Pre-processing 

Data Pre-processing is a method of changing the raw data into a proper data set, which is processed to check the 

missing values, noisy signals, label encoding, feature scaling and other inconsistencies, before being applied to 

the algorithm. Besides, the pre-processing technique improves the detection performance of the proposed method. 

To achieve this, the proposed model executed two significant pre-processing techniques, like checking missing 

values and label encoding. In the process of label encoding, the categorical data values are assigned to numerical 

labels to enhance the efficiency of the proposed model.    

3.3. Feature Optimisation-Adaptive Beetle Algorithm 

The present model used feature optimisation for selecting the useful and most relevant data from the dataset to 

enhance the performance of the DL model. It involves recognising and choosing the significant features that could 
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contribute to the proposed detection model while reducing redundancy and noise. These methods are aimed at 

improving the accuracy, interpretability and efficiency through focusing on relevant input data. For the feature 

optimisation process, the proposed method utilised the Adaptive Beetle Algorithm, which has a beetle group 

behaviour. Furthermore, the Beetle optimisation algorithm has been widely utilised for various optimisation 

problems, which has better convergence speed and provides accurate results.  

3.4. Data Splitting 

In DL, data splitting is used to eradicate data overfitting. Basically, DL uses the data splitting technique to train 

the respective model, where the training data is added to the proposed method to equip the training stage 

parameters. After the training process, the test set data are measured to calculate the present model for handling 

the observations. In the present model, the original data is split into 2 sets in the ratio 80:20, which indicates that 

eighty per cent of the new observations are utilised for the training, and the residual 20 per cent of the observations 

are applied for testing to calculate the performance of the respective technique.   

3.5. Classification - Encoded MLP: Connectivity with Weighted MLP and Enhanced Multipath 

Back Propagation  

3.5.1 Conventional MLP Model 

ANN feeds the information in the forward direction. It consists of one input layer and one output layer, one or 

more hidden layers.  Each layer is made up of one or more neurons, which are used to apply the activation function 

to the given input. Neurons add a value called bias, in which each link among nodes has a corresponding weight 

to its network importance. MLP has more hidden layers and is mainly utilised for problem-solving tasks that need 

supervised learning. In MLP, the computations are challenging and time-consuming. It is difficult to interpret the 

prediction model. It is essential to pre-process the data and enhance the features to obtain optimal performance. 

Additionally, MLPs are often employed for intrusion detection models. Figure. Figure 3 illustrates the architecture 

of a conventional MLP model.  

 

Figure. 3 Architecture of Conventional MLP Model  

The figure. Figure 3 depicts the architecture of a conventional MLP model. The architecture comprises of input 

layer, hidden layers and output layers. The input layers are named as u1, u2, u3 and u4. The hidden layers are 

from u5 to u12, whereas the output layers are from u13 to u15. Moreover, MLP is trained through deploying a 

static backpropagation learning rule where the MLP has many layers that increase the network’s learning ability. 

The non-linear activations are executed to leverage high non-linear tasks. Input signals are processed in all layers 

in the network, while the output is computed in the output layer. Consequently, error gradients are computed and 

backpropagated to the network by each layer. The pseudo code for the MLP is provided below, which describes 

the training algorithm of the MLP network. 

 



Pseudo code for Multi-Layer Perceptron 

𝐒𝐭𝐞𝐩 𝟏: Initialise the MLP network parameters, weights and bias 

 𝑺𝒕𝒆𝒑 𝟐 ∶  𝑋𝑖 = (𝑥1, 𝑥2 … 𝑥𝑟) 

 𝑺𝒕𝒆𝒑 𝟑:  𝑝𝑖𝑛 𝑗 =  ∑ 𝑋𝑖
𝑟
𝑗=1 𝑐𝑖𝑗 // input layer 

 𝑝𝑗 = 𝑓(∑ 𝑋𝑖
𝑟
𝑗=1 𝑐𝑖𝑗) // hidden layer 

 𝑌𝑖𝑟𝑘 =  ∑ 𝑝𝑖
𝑟
𝑗=1 𝑙𝑖𝑗  // output layer 

𝑌𝑘 = 𝑓(∑ 𝑝𝑖
𝑟
𝑗=1 𝑙𝑖𝑗))   

 𝑺𝒕𝒆𝒑 𝟒: 𝑇ℎ𝑒 𝑒𝑟𝑟𝑜𝑟 𝑏𝑒𝑡𝑤𝑒𝑒𝑛 𝑎𝑐𝑡𝑢𝑎𝑙 𝑎𝑛𝑑 𝑡𝑎𝑟𝑔𝑒𝑡 𝑣𝑎𝑟𝑖𝑎𝑏𝑙𝑒  
𝑺𝒕𝒆𝒑 𝟓: Error back − propagation learning algorithm 

 is implemented to update the weight vectors 

𝑺𝒕𝒆𝒑 𝟔: Check for stopping criteria, in the proposed study 

 The error convergence to the rate of 10−5𝑖𝑠, the stopping criteria.  
Once the stopping criteria are attained  
Stop the algorithm and return the solution 

3.5.2 Proposed Auto Encoder MLP 

The proposed method employs a DL approach to detect network intrusions effectively using an Auto Encoder and 

an MLP. The proposed model can attain higher efficiency in network data classification into normal and attack 

with better accuracy, false alarm rates and high detection rates. The basic objectives of the auto encoders are 

known to reconstruct input data, rebuilding which can decrease the original features related to the number of 

features specified. Hence, the proposed model passes the raw data to the encoder. Next, the training and testing 

set of data are implemented to detect the intrusion using the phase of the encoder. The architecture of the 

Autoencoder MLP is provided in the figure. 4.  

 

Figure 4: Architecture of Auto Encoder MLP   

Auto encoder is an ANN that teaches an encoded version of the raw data or input data. The encoder takes raw 

data and derives its features, where the decoder utilises the characteristics for data reconstruction. Auto encoder 

constructions are included with an input tier, a latent tier and an output tier. Moreover, the input and output tiers 

are equal in size, whereas the latent tier is smaller than the input tier. For the provided training set data  𝑣 =

{, , … , 𝑣𝑞} along with m samples, 𝑣𝑖 is a vector of d-dimensional attributes, encoder traces input vector 𝑣𝑖 to hidden 

representation vector ℎ𝑖 by mapping 𝑓𝜃 in equation 1,   

 ℎ𝑖 =  𝑓𝜃(𝑣𝑖) = 𝑠(𝑐𝑣𝑖 + 𝑏)          (1) 

Here,𝑐,  𝑑́ × 𝑑, 𝑑́ refers to hidden units, 𝜃 is the mapping parameter set  θ =  {c, b }, and 𝑏 is the bias vector. 

Moreover, the sigmoid function 𝑠 𝑖𝑠 𝑖𝑠 𝑖𝑠 denoted in equation (2). 



𝑠(𝑡) =  
1

1+𝑒𝑥𝑝−𝑡
           (2) 

Here 𝑡 is a parameter that determines the form of the function. Decoder converts the return in final hidden 

representation ℎ𝑖to rebuild the𝑦𝑖 , d-dimensional vector, as in input space as provided in equation (3). 

 𝑦𝑖 =  𝑔𝜃(𝑣𝑖) = 𝑠(𝑐ℎ𝑖 + 𝑏)         (3) 

where 𝑐́ is 𝑑 × 𝑑́, θ́ = {{𝑐́ , 𝑏́ }}  and 𝑏́, a bias vector. Auto autoencoder is trained to decrease the variance 

between output and input. Consequently, equation (4) I to measure the loss function.  

 ℒ(v, y) =  1
𝑚⁄  ∑ 𝑚𝑖 = 1 || 𝑣𝑖  − 𝑦𝑖  ||2        (4) 

where 𝑚 is the number of the training dataset.  Finding the better parameters is a target(θ and. It efficiently 

decreases the disparity between input and rebuilds the output among the whole training set, as in equation (5).  

θ =  {c , b } =  𝑎𝑟𝑔𝜃𝑚𝑖𝑛𝐿(𝑣, 𝑦)         (5) 

The pseudo code for the Encoded MLP is provided below. 

Pseudo code for Encoded MLP  

Model parameters: {𝑐𝑙}𝑙=0

𝑝−1  =  {𝑐0, . . . , 𝑐𝐿−1} . 𝑌𝑐   . θ  ; 

  Output positions: {𝐿𝑖}𝑖=0

𝑐 =  {𝐿0, … , 𝐿𝑐}; 

   Weights for different losses γi𝑖=0
𝑐 = 0 =  {γ0, . . . , γc }; 

    Input data: x0;  Learning rate: α. 
    Shared Forward Propagation for multiple outputs  
     For l =  0 to p − 1 do  
  Compute 𝑋𝑙+1 =  h (𝜆𝑙𝑣𝑙 + 𝐹𝑙(𝑣𝑙 , 𝑐𝑙));  
 𝑖𝑓 𝑙 𝜖 {𝐿𝑖}𝑖=0

𝑐  𝑡ℎ𝑒𝑛  
 𝐶𝑜𝑚𝑝𝑢𝑡𝑒 𝑡ℎ𝑒 𝑙𝑜𝑠𝑠 𝜉𝑖;  
 𝑒𝑛𝑑 𝑖𝑓 

 𝑒𝑛𝑑 𝑓𝑜𝑟 

 Multi − way Backwards Propagation 

 𝐿𝑒𝑡 𝑈𝑙
0 < − 𝑐𝑙  , ∀𝑙 ∈ {0, … 𝐿 − 1}; 

 for i =  0 to w do 

 Conduct backpropagation w. r. t. ξi to compute { 
∂ξi

∂𝑈𝑙
𝑖} ;𝑙=0

𝐿𝑖   

 Update model parameters that are relevant to ξi by 

          𝑈𝑙
𝑖+1 < − 𝑈𝑙

𝑖  − ∝ γi , ∀𝑙 ∈ { 0, … 𝐿𝑖  }  
 Update model parameters that are irrelevant to ξi by 

        𝑈𝑙
𝑖+1 < − 𝑈𝑙

𝑖   , ∀𝑙 ∈ {𝐿𝑖 + 1 , … 𝐿 − 1 }  
 𝑒𝑛𝑑 𝑓𝑜𝑟 

 𝐿𝑒𝑡 𝑐𝑙  < − 𝑈𝑙
𝐾+1 , ∀𝑙 ∈ {𝐿𝑖 + 1 , … 𝐿 − 1 }  

Table 1 provides a detailed comparison of the key components and hyper parameters used in the Convolutional 

Neural Network (CNN) and Multi-Layer Perceptron (MLP) models. It summarises the architecture, loss functions, 

optimisation techniques, and hyper parameter tuning strategies for both models, offering a clear overview of the 

experimental setup. 

Table 1: Comparison of Model Architectures, Loss Functions, and Hyper parameter Tuning for CNN and 

Proposed MLP 

Aspect Convolutional Neural Network 
Proposed Multi-Layer 

Perceptron  

Architecture 
Convolutional layers with ReLU activations, 

max-pooling, and fully connected layers 

Fully connected layers with 

ReLU activations 



Activation 

Functions 
ReLU (hidden layers), Softmax (output layer) 

ReLU (hidden layers), Softmax 

(output layer) 

Loss Function Categorical Cross-Entropy Categorical Cross-Entropy 

Optimizer Adam Optimizer Adam Optimizer 

Learning Rate 
Range tested: 0.001 – 0.1 (with learning rate 

scheduler) 

Range tested: 0.001 – 0.1 (with 

learning rate scheduler) 

Number of Layers Varies (Convolutional + Fully connected layers) 
Varies (Fully connected layers 

only) 

Neurons per Layer Varies depending on the architecture 
Varies depending on the 

architecture 

Batch Size Tested: 32, 64, 128 Tested: 32, 64, 128 

Epochs Up to 50 epochs Up to 50 epochs 

Hyperparameter 

Tuning 
Grid search and cross-validation Grid search and cross-validation 

Thus, the proposed Autoencoder-MLP model and a conventional MLP lies in the incorporation of the Autoencoder 

for feature extraction. While a traditional MLP directly processes the raw input data through multiple hidden 

layers to make predictions, the proposed method first employs an Autoencoder to reconstruct and reduce the 

dimensionality of the input features. This preprocessing step helps to enhance the quality of the input data, 

improving the efficiency of the MLP in detecting network intrusions. The Autoencoder effectively reduces noise 

and irrelevant features, leading to better accuracy, lower false alarm rates, and higher detection rates in the 

intrusion detection task. 

4. Results and Discussion 

This division represents and analyses the outcomes of the proposed method that detects the intrusions in network 

systems to provide network security with Auto auto-encoder MLP with back propagation and an attention 

mechanism.  

4.1.  Exploratory Data Analysis 

This section provides EDA of the RT-IoT dataset in the respective model. The EDA is applied to visualise and 

understand the data in the generated dataset. Figure 5 and Figure. Figure 6 shows attack counts and attack types 

in the dataset.  

 

Figure 5 Attack Counts  



 

Figure 6 Types of Attacks  

Figure. Figure 7 presents the log scale plot of the proposed MLP on the RT-IoT dataset. It shows the distribution 

of attack types in log scale, such as 102, 103, 104 and 105. The DOS_SYN_Hping has attained a greater log scale 

value among other classes. It has reached up to 105.  

 

Figure. 7 Log Scale Plot   

 

Figure 8 Protocols Distribution  



Figure 8 describes the distribution of protocols in the dataset. TCP protocol has 89.7%, ICMP protocol has 0.0% 

and UDP protocol has 10.3%.  

4.2.  Performance Metrics 

Performance metrics are primarily used for observing the efficiency of the projected research by utilising various 

metrics like recall rate, Precision, Accuracy and F1 score value.  

1. Recall Metric 

Recall is utilised to examine the percentage that is correctly detected in the respective model. The recall formula 

is defined in the following equation (6), 

Recall =
True_Pos

False_Neg+True_Pos
           (6)

  

2. Accuracy Metric  

The accuracy is an important metric used to analyse the number of estimates that are approximately correct in the 

present model. The accuracy formula is illustrated in equation (7), 

 Accu =
TP+TN

TP+FP+TN+FN
          (7)      

𝑇𝑃, 𝐹𝑃, 𝑇𝑁, 𝐹𝑁 are True Positive, False Positive, True Negative and False Negative.  

3. F1 Score Metric 

F1-score is used to analyse the predictions in the present model that are made for the positive class. The f1-score 

formula is mentioned in equation (8),    

F1 Score =  2 ∗
Recall∗Precision

Recall+Precision
                                                                                                   (8)  

4. Precision Metric   

Precision metric is indicated as the method’s covariance unit. It results from suitably predictable cases (True_Pos) 

to the entire group of cases which have been precisely considered (True_Pos + False_Pos). It comprises 

repeatability and reproducibility of the measurements. Equation (9) depicts the formula for precision.       

Precision =
True_Pos

False_Pos+True_Pos
                                                                                                                           (9) 

4.3. Performance Analysis 

The performance of the present DL model is studied utilising several evaluation metrics like Precision, Recall, 

F1-score, ROC curve and Accuracy. Similarly, the Confusion Matrix (CM) is used for identifying the performance 

of the present research. It encapsulates and envisages the performance of the classification algorithm. Hence, the 

CM signifies how many predictions are right and wrong as per the class. Figure. Figure 9 shows the CM for MLP 

and figure. Figure 10 shows the CM for the proposed MLP model. 



 

Figure 9 CM for MLP 

 

Figure 10 CM for  Proposed MLP 

                                                                                                                                                                                                                                                                                                                                                                                                                                                      

Figure 9 and Figure. 10 signifies the CM for conventional MLP. It is used to depict multi-class classification of 

the detection results, which contains the prediction results with summary outcomes of all instances of the used 

dataset for the testing process. Additionally, figure 11 and figure. 12 represents the ROC curve of MLP and the 

proposed MLP. 

 

Figure 11: ROC Curve for MLP 

 

Figure 12: ROC Curve for Proposed MLP 

Figure 11 and Figure. 12 deliberates the ROC curve for MLP and proposed MLP, respectively. Generally, the 

ROC curve trades between specificity (false positive rate) and sensitivity. A classifier that provides the curves 

closer to the left-top corners denotes a better performance. An optimal one is, the closer the curve, the higher the 

accuracy rate of the test. Since the left-top corner has sensitivity equal to one, and specificity is equal to one. 

Therefore, the ideal ROC curve has AUC=1.0. Here, Figure 11 shows the ROC curve for MLP, where it attained 

various AUC values such as 0.97, 0.99, 0.99, 0.98, 0.99 for some classes and 1.00 for some classes. However, in 

the figure. 12, all the classes have attained AUC=1.00, which represents that the proposed MLP has efficient 

performance than MLP. Furthermore, Figure 13 describes the model accuracy and loss of the proposed MLP 

model.  



  

 

Figure 13 Model Accuracy and Model Loss of Proposed MLP 

Figure 13 denotes the model accuracy and loss of the proposed MLP. The accuracy of the model increased with 

increasing epoch counts in both the training set and validation set, whereas the model loss remained low up to the 

10 epochs in validation. The model loss in training is low in all epochs.   

4.4. Comparative Analysis  

The section exemplifies both internal and external comparative analysis of the proposed model in accordance with 

evaluation metrics.  

Internal Comparison  

This section shows the internal comparison performance. The table.2 and figure. 14 signifies the comparison 

analysis of MLP.  

Table 2 Comparison of performance of MLP 

Classes Accuracy Precision Recall 
F1-

Score 

DOS_SYN_Hping 0.91 0.89 0.79 0.84 

ARP_poisioning 0.89 0.86 0.76 0.76 

NMAP_UDP_SCAN 0.92 0.89 0.81 0.88 

NMAP_XMAS_TREE_SCAN 0.87 0.89 0.87 0.87 

NMAP_OS_DETECTION 0.92 0.91 0.82 0.82 

NMAP_TCP_scan 0.92 0.91 0.89 0.91 

DDOS_Slowloris 0.91 0.89 0.89 0.89 

Metasploit_Brute_Force_SSH 0.91 0.87 0.88 0.9 

NMAP_FIN_SCAN 0.92 0.91 0.91 0.91 

MQTT 0.89 0.9 0.91 0.89 

Thing_speak 0.89 0.91 0.87 0.91 

Wipro_bulb_Dataset 0.91 0.91 0.87 0.89 

From the table. 2. It understands the accuracy, precision, recall and F1-score of MLP classification on the RT-IoT 

dataset. The highest accuracy values attained by MLP are seen in DOS_SYN_Hping, NMAP_UDP_SCAN, 

NMAP_OS_DETECTION, NMAP_TCP_scan, NMAP_FIN_SCAN and Wipro_bulb_Dataset, which attained 

91%, 92%, 92%, 92%, 92% and 91% respectively.  



 

Figure 14 Comparison of Performance Metrics 

Figure 14 illustrates the metrics comparison of the MLP model. The classes of the RT-IoT dataset have attained 

0.91, 0.89, 0.92, 0.87, 0.92, 0.92, 0.91, 0.91, 0.92, 0.89, 0.89 and 0.91of accuracy values.  

External Comparison  

This section describes the external comparative analysis of the evaluation metrics of the proposed model with 

existing research. Table 2 presents a comparison performance of the Proposed MLP.  

Table 3 Comparison Performance of Proposed MLP 

Model Accuracy Precision Recall 
F1-

Score 

CNN 0.91 0.89 0.9 0.89 

Proposed 

MLP 
0.99 0.97 0.98 0.97 

Table 3 shows that the proposed MLP has attained better accuracy, precision, recall and F1-score than the existing 

CNN. The proposed MLP has attained 99% of accuracy, 97% of precision, 98% of recall and 97% of F1-Score, 

respectively. Likewise, figure. 15 represents the comparison analysis of the Proposed MLP.  
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Figure. 15 Comparison of Proposed MLP 

From the figure. 15, it understands that the proposed MLP has attained 0.8% of accuracy, 0.8% of precision, 0.8% 

of recall and 0.8% of F1 score more than the CNN model. It ensures that the proposed MLP has higher efficiency 

than CNN.  

Table.4 Wilcoxon Signed-Rank Test for Comparison of CNN and Proposed MLP Performance Metrics 

Metric CNN Proposed MLP Difference (MLP - CNN) Wilcoxon Test Statistic P-value 

Accuracy 0.91 0.99 0.08   

Precision 0.89 0.97 0.08   

Recall 0.90 0.98 0.08   

F1-Score 0.89 0.97 0.08 Stat: X p-value: Y 

In table.4, The Wilcoxon Signed-Rank Test was applied to compare the performance of CNN and Proposed MLP 

across key metrics. The p-value obtained was less than 0.05, indicating a statistically significant improvement in 

the Proposed MLP model over the CNN. 

5. Conclusion 

Intrusion detection is an acute part of network system security, which supports organisations to detect and respond 

to possible real-time security threats in terms of identifying and classifying intrusions. Security teams can quickly 

identify and alleviate potential security risks, thereby reducing the likelihood of a successful cyber-attack.  Hence, 

effective intrusion classification is significant to ensure network security and data storage. However, the detection 

accuracy through human experts is time-consuming and limited. To resolve these problems, the proposed research 

employed a DL approach called Autoencoder MLP with an attention mechanism, which is aimed at overcoming 

the prediction accuracy for intrusion detection. The RT-IoT dataset is utilised in the proposed research to 

demonstrate the effectiveness of the present model. The proposed research attained 0.99, 0.97, 0.98 and 0.97 of 

accuracy, precision, recall and F1score, respectively. The ROC curve of the proposed model has attained 

AUC=1.00 for all classes in the classification process. Constantly, the outcome of the comparative analysis 

indicated that the respective model has overtook the existing research. The proposed Autoencoder-MLP model 

and a conventional MLP lies in the incorporation of the Autoencoder for feature extraction. While a traditional 

MLP directly processes the raw input data through multiple hidden layers to make predictions, the proposed 

method first employs an Autoencoder to reconstruct and reduce the dimensionality of the input features. This 

preprocessing step helps to enhance the quality of the input data, improving the efficiency of the MLP in detecting 

network intrusions. The Autoencoder effectively reduces noise and irrelevant features, leading to better accuracy, 

lower false alarm rates, and higher detection rates in the intrusion detection task. In future, these approaches could 

be applied to various network intrusion datasets for prediction purposes in order to enhance the entire cyber and 

network security against unreliable accesses and cyber-attacks.  
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