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Abstract

Blockchain is one of the most recent disrupting technologies. Since Bitcoin emerged as its
initial application, many blockchain projects arose offering different features for general
and domain specific scenarios. In turn, Blockchain platforms were designed as isolated
environments where interoperability was not a native feature. During the last years,
academic and industry efforts worked to improve interoperability between blockchain
platforms and provided many solutions to solve this problem. However, there is not
consensus in the literature on how to classify certain type of solutions and the classifi-
cation of some of them is not straightforward, which hinders the understanding of the
work in the area. In order to organize existing work, this paper provides a feature-based
classification framework based on fourteen key interoperability features, that enabled the
classification of sixty-two academic papers in three categories and six subcategories. The
results show that nowadays research is focused on public interoperability, while private
and public-to-private interoperability are still on their first steps. Based on these results,
this work also discusses nowadays blockchain interoperability landscape, identifies chal-
lenges, and suggests future research directions.
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1 Introduction

In 2008 Bitcoin appeared as a disrupting technology to achieve decentralized payments between peers with
zero trust between them [1]. Since then, many other blockchain projects emerged in order to tackle its
weakness (e.g. Bitcoin Cash1, Bitcoin Gold2, Bitcoin XT3), add new features (e.g. Monero[2], ZCash[3]), or
expand blockchain original capabilities (e.g. Ethereum [4], Hyperledger Fabric [5], Corda [6], Cardano [7]).
Despite these improvements and new features, blockchain platforms tend to work as isolated environments
with little to none interaction between each other. Indeed, they focus on immutability, decentralization and
reliability and were designed specifically to only trust data generated and managed within the blockchain.
Interoperability and system integration were not features provided by blockchain platforms original design,
which limit their usage on other use cases. In the last years, some academic and industry efforts were
performed in order to achieve interoperability between blockchain platforms [8, 9, 10, 11, 12], which have
increased through the years [11].

Blockchain interoperability literature is not straightforward to identify. A primary search covering studies
published between 2018 and 2021 on four academic data sources (i.e. IEEE, Springer, ACM and Science
Direct) and using the search strings “blockchain AND interoperability” and “blockchain AND cross-chain”,
returned 800 works which were not all focused on blockchain interoperability. In particular, many works
use blockchain as a tool to achieve interoperability between heterogeneous systems on specific domains
(e.g. health, internet of things), instead of providing solutions to achieve interoperability between two
or more blockchains. First works dated on 2019 have organized the existing literature with quite success

1https://bitcoincash.org/
2Bitcoin Gold: https://bitcoingold.org/
3Bitcoin XT: https://en.bitcoin.it/wiki/Bitcoin XT
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[8, 9]. Unfortunately, these works became quickly outdated as blockchain interoperability fastly evolved. In
particular, they include public interoperability solutions (e.g. Notary Scheme, Sidechains/Relays) that focus
on cryptocurrency exchange and transfer, which do not cover the current scope of blockchain interoperability
[11]. New types of uses cases (e.g. data exchange) and new types of solutions emerged (e.g. Trusted Relays
or Blockchain of blockchains) turning these first works to be incomplete with respect to nowadays state-of-
the-art. Later works dated on 2021 include new types of solutions and a more updated survey, but they
classify the same blockchain interoperability solutions with different categories. As an example, Belchior et
al. [11] classifies Cosmos and Polkadot as a Blockchain of blockchain solution, while Lohachab et al. classifies
them as a Relay solution [12]. The way in which they arrived to these results is not clear, as they do not
specify the classification details in their works. Considering there is not consensus in the literature on how
to classify certain type of interoperability solutions, the understanding of the state-of-the-art on blockchain
interoperability is currently not straightforward.

The main goal of this paper is to organize existing work related to blockchain interoperability and
provide a clear understanding of existing blockchain interoperability solutions, features and definitions.
Furthermore, it has the purpose of classifying blockchain interoperability academic studies according to a
proposed classification framework, by clearly stating why they were classified that way. Finally, this work
aims to identify open issues and challenges in blockchain interoperability as well as directions for future
research work.

In order to provide a transparent, reproducible and scientific literature review of blockchain interop-
erability, this work adopted some features of the PRISMA statement [13] to organize existing work. As
a result, sixty-two papers related to blockchain interoperability were selected. This selection allowed to
build a feature-based classification framework and key features were identified for each defined blockchain
interoperability category. Finally, each paper was analyzed and classified according to the feature-based clas-
sification framework into one of six categories: Notary Scheme, Atomic swaps, Sidechain/Relay, Blockchain of
blockchains, Gateway, Generic interface and Enterprise Relay. A second level classification categorized these
papers according to the blockchain interoperability type: public, private or public-to-private interoperability.

The results of this paper shows that most of the reviewed work focus on public interoperability. These
works tackle challenges related to token transfer/exchange, by proposing or improving protocols and solu-
tions. As stated by Belchior et al [11], token exchange is no longer the whole scope of blockchain interoper-
ability. Enterprise organizations started using blockchain technology to improve their business processes and
need support for new requirements regarding identity, authorization, consensus protocols, privacy, perfor-
mance and governance. Related to this, private and public-to-private interoperability are still on their first
steps as little work was found. Some work was performed regarding private interoperability, but it tackles
specific use case requirements and do not provide a general interoperability solution.

The contributions of this paper include a survey on blockchain interoperability solutions identifying
sixty-two relevant papers related to blockchain interoperability dated from January 2018 to May 2021, a
feature-based framework with fourteen key features to clearly classify blockchain interoperability solutions,
a classification of the surveyed works based on the defined framework and a discussion of nowadays blockchain
interoperability landscape, challenges and future research directions.

The rest of this paper is structured as follows. Section 2 presents blockchain and blockchain inter-
operability concepts. Section 3 presents the research methodology. Section 4 presents the feature based
classification framework. Section 5 presents the classification of the surveyed works using the classification
framework. Section 6 presents a discussion on blockchain interoperability, challenges identified and future
research directions. Finally, Section 7 and Section 8 presents related work and conclusions.

2 Background

This section presents key concepts related to blockchain and blockchain interoperability.

2.1 Blockchain Fundamentals

According to Xu et al. [14] a distributed ledger is a distributed storage across a network of machines that
stores transactions in an append-only mode. Once a transaction is registered into the ledger, it cannot be
updated nor deleted. These authors also define blockchain as a distributed ledger structured as an ordered
linked list of blocks, where each block contains a set of transactions. Each block is linked to its predecessor
block by cryptographic hashes that assure the security of the link. The hash of a block is built using the
block’s data and the hash of the previous block. If a transaction of block n changes, the hash of block n
will also change and, as a consequence, the hash of block n+1 cannot be verified as it needs a different hash
value of block n. This protection provides users the means to notice if the blockchain was tampered. This
behaviour provides in practice, data immutability to the blockchain as tampered blocks will be discarded by
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users. The first block of the blockchain is called genesis block. Figure 1 presents a graphical representation
of a blockchain.

Figure 1: Blockchain structure

Distributed Ledger Technologies (DLT) enables the operation and use of distributed ledgers [15], while
blockchain platforms provides the technological layer to operate blockchains [14]. Both provide the software
and hardware to run a node and any other software required to have access to the distributed ledger or
blockchain network. Hyperledger Fabric, Corda and IOTA[16] are some examples of distributed ledger
technologies, while Bitcoin and Ethereum are two examples of blockchain platforms. Bitcoin and Ethereum
follow the blockchain structure previously described, while the former use other distributed ledger structures.
For example, IOTA uses a Direct Acyclic Graph (DAG) structure4.

Smart contracts are scripts deployed on the blockchain that are triggered by transactions on an au-
tonomous way by any participant node. They can hold and transfer digital assets or invoke other smart
contracts stored on the blockchain. As blockchain computation is based on a closed world assumption, smart
contracts can only use data that is stored in the blockchain. In case they need to interact with external
systems, they can use Oracles to import external data into the blockchain. Oracles may have many forms.
They can be normal users of the blockchain that submit normal transactions with external world data, or
they can be components or nodes within the blockchain platform that invoke specific smart contracts to
submit this data. With this behaviour Oracles become a trusted third party for the blockchain [14]. Neo
Oracle Service5 and Chainlink6 are two examples of Oracles.

A blockchain provides the following non-functional properties once a transaction is registered on the
ledger: immutability (i.e. once data are registered on the ledger, they cannot be changed or deleted), non-
repudiation (i.e. every user must sign the transactions before sending them to the blockchain, which assures
the non-repudiation property), and decentralized (i.e. the blockchain storage and execution can be performed
by any participant of the network). Other non-functional properties may be available depending on the type
of the blockchain. Therefore, blockchains are usually classified into three types: public, private or consortium.
In addition, they may be classified as permissioned or permissionless, depending on whether their participants
require authorization to participate or not. Public blockchains are traditionally permissionless, while private
or consortium blockchains are permissioned. Despite this classification, heterogeneous blockchains arise to
cover specific scenarios and some variations to this classifications are present. For example, Monero is a public
blockchain relaxing the privacy feature, as well as enabling stealth addressing, unlinkability, untraceability
and confidentiality on the transactions amount [2]. Sovrin is another example as it is a public permissioned
blockchain, where any participant can read or write transactions but only authorized nodes can operate the
blockchain or be validators [17]. Which blockchain platform is more suitable for a specific scenario depends
on business requirements and needs [18].

Public blockchains allows users to have full access to the ledger, participate in the consensus protocol
and record transactions without restrictions. They have a high level of security (thanks to the consensus
protocols, immutability and non-repudiation features), are pseudo-anonymous (participants use a pseudonym
instead of their true identity) and no regulation should be followed regarding its use. They are open, can
be used by multiple organizations as well as users, and all participants may have a copy of the ledger.
Public blockchains focus on decentralized scenarios, where there is no central authority that governs them.
Scenarios with a high degree of transparency, immutability of data and free participation are suitable for
this kind of blockchains. Bitcoin and Ethereum are two examples of this type of blockchain, whose users
may be citizens or private/public organizations.

Private blockchains are closed, used by a single organization and only organization’s users have access to
the ledger, participate in the consensus protocol or record transactions. Unlike public blockchains, private

4We will use DLT and blockchain terms interchangeably in the rest of the paper as they share common characteristics, but
they are two different concepts. A blockchain is a DLT but not necessary a DLT is a blockchain.

5https://docs.neo.org/docs/en-us/advanced/oracle.html
6https://chain.link/
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blockchains have a high degree of trust in their participants, who need to be identified in order to participate
in the network. The transactions carried out in the blockchain are confidential and not every user may
have access. By being governed by a single organization, it is said that this type of blockchain is partially
decentralized. This type of blockchain is suitable for scenarios that require a high level of regulation,
immutability of data and restricted access to the ledger by users of the organization. Its main focus is to
improve internal processes and reduce costs. By running in a trusted environment, they do not require the
usage of expensive consensus protocols like public blockchains. This enables them to have better transaction
processing at a lower cost. An example of private blockchain usage is Wallmart Canada supply chain
management. Wallmart Canada used this technology to improve their supply chain management process
and reduce the number of disputes between Wallmart and their carriers regarding discrepancies with their
costs. They assured they reduced to 1% the number of invoices with discrepancies and reduced the number
of disputes, improving their business processes and costs. In this example, the blockchain users are Wallmart
Canada and the carriers.

Finally, Consortium blockchains share many of the characteristics of private blockchains, except that
instead of being governed by a single organization, they are governed by a set of organizations that agreed
to use the blockchain to reduce costs7, improve processes8 or find a solution to business conflicts9. Only
users of the consortium organizations may have access to the ledger, participate in the consensus protocols
or record transactions. Like private blockchains, this type of blockchains has a high degree of trust in its
participants, who also need to be identified and authorized to participate. The transactions carried out are
confidential and normally only visible to the involved organizations. Organizations only see transactions in
which they participate. Unlike private blockchains, this type of blockchain is governed by the consortium, who
defines the rules and regulations that organizations must comply with. This type of blockchain is suitable for
organizations that want to collaborate in improving their business processes in highly regulated environments,
with high levels of confidentiality and data immutability. The consensus protocols used by this type of
blockchain ensure high transaction processing at a lower cost (compared to public blockchains). Spunta is
an example of blockchain consortium where more than one hundred Italian banks build a consortium and
used blockchain technology for reconciliation of bilateral accounts. Blockchain technology allowed automatic
interbank reconciliation and detect non-matching transactions using a shared algorithm. In this example
blockchain users are a group of Italian banks.

2.2 Blockchain Interoperability

According to Belchior et al. [11], blockchain interoperability involves a source blockchain network that initi-
ates a transaction on its local ledger which must be executed on a target blockchain. However, blockchain in-
teroperability may also refers to business applications that need to communicate with one or more blockchain
platforms as well as a blockchain platform that needs to communicate with an external business application.

A cross-chain transaction is a transaction that involves at least two homogeneous blockchain platforms,
where a source blockchain sends a message to a target blockchain [11]. Homogeneous blockchains platforms
are two or more blockchains that share the same building blocks. A transaction built by these blockchains
can be processed by any other homogeneous blockchain. Ethereum, Polygon and BNB Smart Chain are
some examples of homogeneous blockchains platforms as they use the Ethereum Virtual Machine (EVM)
to execute smart contracts and use the same token structure. BNB Smart Chain token structure defined
by Binance standard BEP-20 is an extension of Ethereum token structure defined by Ethereum standard
ERC-20. Cosmos zones are another example of homogeneous blockchains [19]. All Cosmos zones built with
the Cosmos SDK are built using the same building blocks and sharing the same architecture and structures.
Homogeneous blockchains use cross-chain communication protocols to exchange cross-chain transactions [11].
Cross-chain communication protocols are communication protocols that are built based on the blockchain’s
native building blocks. Polygon’s PoS Bridge provides a cross-chain communication protocol that allows
cross-chain transactions between Etherum and Polygon.

On the other hand, a cross-blockchain transaction is a transaction that involves at least two heterogeneous
blockchain platforms, where a source blockchain sends a message to a target blockchain [11]. Heterogeneous
blockchain platforms do not share architecture nor building blocks and are not compatible between each other.
Transactions built for a blockchain platform cannot be processed directly by another blockchain platform.
Ethereum and Bitcoin are examples of two heterogeneous blockchains. Ethereum has the EVM that allows
smart contract processing and uses an account model to allow state changes. In contrast, Bitcoin does not
support smart contracts and uses the UTXO model for blockchain transaction processing. Heterogeneous
blockchains use cross-blockchain communication protocols to deal with differences in transaction processing

7https://www.marcopolonetwork.com/
8https://www.r3.com/case-studies/spunta/
9https://www.hyperledger.org/learn/publications/dltlabs-case-study
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by each blockchain [11]. The Inter Blockchain Communication (IBC) protocol is an example of cross-
blockchain communication protocol between Cosmos and Ethereum [20].

2.2.1 Blockchain interoperability types

Blockchain interoperability can be defined according to the involved blockchain types (i.e. public, private)
or the systems types that are involved (i.e. business applications, blockchain platforms).

Public interoperability involves the interaction between two public blockchains, which is the focus of
current research in the area. The main scenarios involved in this type of interoperability are cryptocurrency
exchange, payments (e.g. pay with bitcoin and receive ethers), micro payments with payment channels
(e.g. Lightning network [21]) and cryptocurrency transfer (e.g. Zendoo [22]). On the other hand, private
interoperability involves the interaction between two private or consortium blockchains. There is currently
little research effort in this type of interoperability, where there are some industrial and research examples
regarding conflict resolution, data consolidation or supply chain process improvements. Weaver is a platform
that enables this type of interoperability [23]. Finally, public to private interoperability involves the inter-
action between public and private/consortium blockchains and there is also little research in the area. Some
examples were presented by Watanabe et al. [24] and Franzoni [25], comprising the payment of services
provided by a consortium blockchain. In appendix 1 there are described some industrial interoperability
solutions grouped by interoperability type.

Figure 2: Blockchain interoperability types:
(a) A business application needs to inter-
operate with one or more blockchain plat-
forms; (b) a blockchain platform needs to
interoperate with one or more blockchain
platforms; (c) a blockchain platform needs
to interoperate with one or more business
applications.

On the other hand, system type interoperability involves
blockchain platforms and traditional software applications that
need to interoperate between each other. System type inter-
operability is depicted in Figure 2 and is based on the ways
of interoperability mentioned by Koens et al. [9]: interop-
erability between blockchain and legacy systems, interoper-
ability between blockchain platforms and interoperability be-
tween two smart contracts on a single blockchain. Platform-
to-platform interoperability is defined as the interoperability
between two or more blockchain platforms. This type of inter-
operability involves two blockchain platforms (e.g. Ethereum
and Bitcoin) that interoperate at the network layer following
the blockchain interoperability architecture presented by Jin et
al. [26]. In public interoperability, a source blockchain plat-
form sends a message to a target blockchain platform follow-
ing one of the operation types described in section 2.2.2 and
may involve homogeneous or heterogeneous blockchains plat-
forms. Additionally, public interoperability may involve Value
Exchange between Token-based Networks or Data Exchange
between Blockchain Business Networks [27]. On the other
hand, platform-to-application interoperability is defined by a
source blockchain platform that sends messages to a business
application following the operation types described in Section
2.2.2. A query to oracles [28] is an example of a query opera-
tion, comprising a source blockchain that queries an external system. On the other hand, events provided
by some blockchain platforms like Ethereum or Hyperledger Fabric, are examples of command operations,
where the blockchain triggers an external action on a business application. Furthermore, application-to-
platform interoperability is defined as a source business application that needs to interoperate with two or
more blockchain platform. These interactions usually use gateways that provide a generic interfaces like Hy-
perledger Cactus [29] or Bifröst [30] to achieve these goals. Queries and commands are sent to the gateways
that translate request messages to the target blockchain platform format. Some frameworks like Hyperledger
Cactus also provide support for coordinated tasks, where the gateway has the role of task coordinator and
can provide support for asset exchanges.

2.2.2 Blockchain interoperability operations

Blockchain interoperability operations may be of three types, as illustrated in Figure 3: query, command
and coordinated operations.

Query operations involves a source blockchain that requests a target blockchain for information of its
ledger. The response of this request must have a proof that assures the source that the information is valid

5



CLEI electronic journal, Volume 25, Number 3, Paper 4 , November 2022

and has passed the consensus protocol of the target blockchain. The source blockchain may use or publish
this information on its own ledger with the corresponding proof.

Figure 3: Interoperability operation types

Command operations are one-way operations
from a source blockchain to a target blockchain.
Command operations include data that need to be
sent to the target blockchain with the corresponding
proof that has passed the source blokchain consen-
sus protocol. The target blockchain validates the
proof and may use or save this information in its
ledger. Asset transfer is an example of this type of
interaction.

Coordinated operations involve a source and a
target blockchain that need to perform some coor-
dinated task between each other and must comply
with atomicity and consistency properties of ACID
transactions. This type of operation involves an ac-
tion on the source blockchain, a message sent to
the target blockchain and an action on the target
blockchain after receiving this message. Target and
source blockchain actions must execute atomically
and if the target blockchain action fails processing
the message, the action at the source blockchain
must be rolledbacked. These actions must also guar-
antee data consistency. Asset exchange is an exam-
ple of this type of operation.

2.2.3 Blockchain Interoperability Motivating Scenario

This section presents a motivating scenario to map the background concepts described in previous sections
through a use case example.

The scenario, presented in Figure 4, is based on a simplification of the scenario presented by He et al.
[31] and comprises doctors that prescribe medicines to patients, which may use later on to buy medicines
on pharmacies. A consortium blockchain is setup comprising hospitals, pharmacies and private clinics
as participants, which is used by doctors to issue medical prescriptions. On the other hand, one public
blockchain is used by patients and pharmacies to buy their medicines.

Figure 4: Medical prescription scenario

Doctors use a Business Application to issue a medical prescription that creates a virtual representation
of the prescription in the consortium blockchain, with information about the patient, medicine, dosification,
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etc. The Business Application creates a blockchain transaction which must be validated by the consensus
protocol of the consortium. After the blockchain transaction is validated, the consortium blockchain creates
a cross-blockchain transaction to create and assign an non-fungible token (NFT) to the patient on the public
blockchain. This NFT only has the hash of the prescription on the consortium blockchain, to keep the
patient’s data privacy. Information about the patient, medicine or dosification is not present on the NFT.

Patients can buy their medicine on a physical pharmacy office or through their e-commerce using a web
site or mobile application. In order to buy their medicine, patients may use another Business Application
that may invoke a smart contract on the public blockchain to use the NFT. The public smart contract may
create two cross-blockchain transactions on the consortium blockchain: 1) to check the prescription is valid
and 2) to mark the prescription as used (burn the prescription). After the prescription is burned, the public
smart contract transfers the ownership of the NFT from the patient to the pharmacy for further record
management.

Our scenario can be extended with other consortium blockchains owned by other medical institutions
or laboratories, that may interoperate with our consortium blockchain to issue medical exams, allowing
collaboration with other medical institutions in other cities or countries, following a consortium to consortium
interoperability scenario. Also, it can be extended with more public blockchains allowing the purchase of
medicine with cryptocurrencies achieving a public to public interoperability scenario. Finally, it can be
extended by adding a legacy health system that public and consortium blockchains need to interoperate
with in order to fulfill a blockchain transaction.

Our motivating scenario classifies on three of the blockchain interoperability types. It follows a public to
private interoperability and includes the two types of System interoperability: 1) platform-to-platform in-
teroperability and 2) application-to-platform interoperability. It also includes the three types of operations:
query, command and coordinated tasks. The query operation is used in order to check the prescription is
valid (the public blockchain queries the consortium blockchain). The command operation is used between the
consortium and public blockchain to create the NFT token after the prescription is created on the consortium
blockchain. Finally, a coordinated task can be found when the patient needs to use the prescription. In par-
ticular, two tasks need to be coordinated to keep data consistency and atomic commitment: 1) prescription
usage on the consortium blockchain, and 2) NFT transfer (step 7 in Figure 4).

3 Research Methodology

This section describes the applied research methodology, which is graphically presented in Figure 5. The first
step of the methodology was to review blockchain interoperability literature and identify relevant papers.
The result of this step provided the corpus of the academic literature that was used to define and apply
the classification framework. The second step was to build an initial version of the classification framework
based on existing work. At this step, blockchain interoperability features were identified, defined and grouped
together leading to categories (e.g. Notary Scheme). The result of this step provided an initial version of
the classification framework with categories and features that define each category. The third step was to
examine the papers reviewed on step two and apply the classification framework (defined also in step two)
to classify them in one category. In this step, features were identified for each paper in order to classify
it. In case the papers could not be classified because there were missing or contradicting features, the
process returned to step two to review the classification framework and build a new version. New features
were identified or updated and grouped into new or existing categories. As a result, a new version of the
classification framework and the process returned to step three. This process iterated until all papers were
classified.

To provide a transparent, reproducible and scientific literature review of blockchain interoperability, this
work adopted some features of the PRISMA statement [13] to build the survey methodology. Figure 6 shows
the steps that were followed: identification, screening, eligibility and inclusion.

The search process selected IEEE, ACM, Springer and Science direct as the main data sources and
started using the query string “blockchain AND interoperability”. During the eligibility phase, it was noticed
that cross-chain transactions is another term for blockchain interoperability, so the following statement was
added to the search string: “cross-chain AND blockchain”. The final query string was “blockchain AND
interoperability OR cross-chain AND blockchain”. During the review, referenced works were added by
snowball effect or related academic material (e.g. research other relevant articles of a specific author). The
search included articles published from January 2018 to May 2021, resulting in 864 potential articles. All
articles were retrieved in full text search.

On the screening step, papers were filtered based on title, abstract and keywords examination, keep-
ing only blockchain interoperability related results. In this step many articles were filtered as they used
blockchain to achieve interoperability on a specific use case (e.g. health, internet of things, instead of pro-
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Figure 5: Research methodology

viding solutions to achieve interoperability between two or more blockchains). The result of this step was a
selection of eighty-seven relevant papers.

On the eligibility step a full text assessment was performed to discard unrelated articles. This task had
a result of fifty six relevant papers. Through this step, six new articles were found out through references
and included on the research. The final result of this step were sixty-two papers that become the main data
source that guided this work.

4 A Feature-Based Classification Framework

In order to build the classification framework, this work reused and extended the work presented by Belchior
et al. [11], which defines three categories of blockchain interoperability solutions: Public Connectors, Hybrid
Approaches and Blockchain of blockchains. For the first two categories, the authors also define subcategories.
Notary Scheme, Atomic Swaps and Sidechain/Relays are subcategories of Public Connectors, while Trusted
Relays, Blockchain Agnostic Protocols and Blockchain Migrators are subcategories of Hybrid Approaches.
This work extends Belchior et al. [11] classification to map some solutions that were hard to categorize, as
interoperability solutions evolved in its definitions and features. For example, some earlier works are self
defined as Sidechain/Relays solutions [32, 33], but nowadays it is more suitable to classify them as Blockchain
of blockhains, a new category not available before. On the other hand, newer subcategories like Trusted
Relays are not clear enough and became too broad, as they include different level of software complexity
on a same category. Simple gateways and complex relays with validators, routing and registry features
are all grouped together. Besides this, the existing Trusted relay classification provided by Belchior et al.
[11] is sometimes confusing with some works that have a main chain and sidechains [34, 35], features not
present in his Trusted Relay definition, but are present on Blockchain of blockchains category. Furthermore,
the Trusted Relays definition allows decentralization on trustless environments, contradicting their name.
This contradiction was further stated by some of the authors in Ghaemi et al. [36]. Due to all the above
mentioned comments, our work extends the original classification to clearly categorize all the reviewed
papers. The new classification framework introduces blockchain interoperability features as a main citizen,
that enables a classification according to the features each blockchain interoperability solution supports.
By applying inference, if a set of features is supported, then the interoperability solutions belongs to a
category/subcategory. For example, if an interoperability solution has a main chain, a sidechain with a strong
business relationship with the main chain, a relay, a blockchain communication protocol with connectors that
adapts messaging format from a source chain to a target chain and a consensus protocol on the main chain to
validate sidechains’ cross-chain transactions, then the interoperability solution belongs to the sidechain/relay
subcategory.

The following subsections presents the features that compose the classification framework.
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Figure 6: Survey methodology

4.1 Connectors

This feature provides gateway middleware capabilities to the blockchain interoperability solution. Further-
more, it provides a cross-chain communication protocol to connect with homogeneous blockchain platforms
or a cross-blockchain communication protocol to connect with heterogeneous blockchain platforms. An
interoperability solution may have more than one connector in order to integrate with many blockchain
platforms.

4.2 Message adapters

Inspired by the Message Translator pattern from the Enterprise Integration Patterns (EIP) [37], this fea-
ture provides data format transformation capabilities to the blockchain interoperability solution. It can be
composed with the connector features in order to achieve interoperability between two or more blockchain
platforms, in case the blockchains involved use different data formats.

4.3 Router

This is also a feature inspired by the EIP patterns, specifically, the Message Router pattern [37]. It is
required when a source system (blockchain or business application) needs to interoperate with multiple
blockchain platforms. This feature provides routing capabilities to the interoperability solutions allowing
them to route received messages to the corresponding blockchain platform. The Router may have defined
the target blockchain location on design time or may be composed with a Registry in order to discover the
blockchain location at runtime.

4.4 Registry

This feature is inspired on the service registry pattern for microservices [38] and enables the discovery of
relevant resources related to blockchain interoperability, including blockchains, oracles, participating entities,
network certificate authorities, smart contracts and ledgers [27]. The registry can be centralized or descen-
tralized as well as be composed with the Router and Connector features to build complex interoperability
solutions. As specified by Tam et al. [27], registries can be static (manually predefined), automatically
configured or have semantic discovery capabilities.

4.5 Relays

Relays are Simple Payment Verification (SPV) light nodes [1] that validate incoming cross-chain transactions
from a source chain, following the source consensus protocol verification rules. Relays’ validations follow
protocol validation rules like Proof-of-work consensus, Proof-of-Stake or RAFT protocol [39].
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4.6 One to one communication

This feature refers to how many blockchain networks are supported by the solution. In this case, only two
blockchain networks are involved and they can have a one-way or request-response interaction following the
passive or active mode presented by Jin et al. [26]. On the passive mode, the target blockchain monitors
the source blockchain and takes action when an event of interest takes place. The source blockchain does
not know the existence of the target chain. The BTC Relay [40] is an example of this mode. On the other
hand, on the active model the source chain actively sends information to the target blockchain and waits for
a response. Interledger’s hashlocking behaviour is an example of active model [41].

4.7 One to many communications

This feature enables interoperability solutions to communicate with many blockchain networks. As the one
to one communication feature, it is possible to have communications using the active or passive model, with
one-way or request-response interactions. This feature requires a Registry in order to discover the blockchain
resources.

4.8 Time lock

The Time lock feature provides time lock capabilities to the blockchain solution. This feature does not allow
the execution of a script or transaction until reaching a specified time in the future or a block height [42].

4.9 Hash locks

The Hash lock feature provides hash lock capabilities to the blockchain solution. Hash locking restricts the
execution of a script or transaction until some data is publicly provided [43].

4.10 Normalized API

This feature implies that the interoperability solution provides a normalized API to communicate with many
blockchain platforms. The Normalized API exposes a set of operations provided by blockchain platforms
using a common data format. Source systems (business applications or blockchain platforms) may communi-
cate with other blockchain platforms using this solution as a proxy. The source systems may use a common
data format and interface to communicate with the Normalized API. The received message may define the
target blockchain of the message and the Normalized API may transform the common data format to the
target destination data format. Target blockchain responses may be translated to the common data format
of the Normalized API before sending it to the source system. Bifröst, the work presented by Scheid et al.
[30], is an example of an interoperability solution with the Normalized API feature.

4.11 Strong business relationship

The strong business relationship feature implies that the blockchains involved have a strong relationship
between them and changes in one blockchain have high impact on the other blockchains. In this cases, one
blockchain is an extension of another blockchain. The first blockchain cannot exists if the later is not present.

4.12 Observers trigger cross-chain transactions

This feature implies that the interoperability solution requires observers that watch the blockchain and
trigger cross-chain transactions to a target blockchain. Observers are an explicit entity on the interoperability
solution and can be part of the blockchain or external software system.

4.13 Task coordination

This feature enables interoperability solutions to host business logic coded in some programming language
to coordinate tasks between blockchain platforms. For example, the interoperability solution may keep
consistency between blockchains on the occurrence of an error by coordinating the transaction registration
in two blockchains. If an error occurs, the interoperability solution registers compensation transactions to
compensate the execution on the healthy blockchain. The work presented by Xiao et al. [34] is an example of
task coordination, where a coordinator exists to keep consistency between the blockchains. The coordinator
implements a cross-chain transaction protocol based on three phase commit protocol.
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Public connectors
Blockchain
of
Blockchains

Enterprise connectors

Features / Interoper-
ability solution

Notary
Scheme

Sidechain/
Relays

Atomic
Swaps

Enterprise
Relays

Gateway
Generic
interface

Connectors

Message adapters

Router

Registry

Relay

One to one communi-
cation

Optional

One to many commu-
nications

Time locks

Hash locks

Normalized API Optional

Strong business rela-
tionship

Optional

Observers trigger
cross-chain transac-
tions

Optional Optional

Task coordination Optional

Requires trust Optional Optional

Table 1: Feature-based definition of blockchain interoperability solutions

4.14 Requires trust

This feature defines that the blockchains involved requires some levels of trust in the blockchain interoper-
ability solution. This feature is related to the level of decentralization the interoperability solution provides.
The work presented by Bradach et al. [44] requires full trust on the interoperability solution, while the work
presented by Liu et al. [45] provides a full decentralized and trustless solution.

5 A Feature-based Definition and Classification of Interoperability Solutions

This work proposes to classify blockchain interoperability solutions into three categories (i.e. Public con-
nectors, Blockchain of blockchains and Enterprise connectors) with six subcategories (i.e. Notary Scheme,
Atomic Swaps, Sidechain/ Relays, Enterprise Relays, Gateways and Generic Interface). Table 1 presents
the definition of each category based on the feature-based classification framework presented in Section 4.
This table clearly specifies when a blockchain interoperability solution belongs to a category, according to
the features it supports. The following subsections describe the proposed categories and subcategories. On
the other hand, Table 2 presents the application of the classification framework to the reviewed papers. A
second level of classification specifies the blockchain interoperability type they apply to. A special column
is presented that classifies surveys by its blockchain interoperability type. Finally, this section includes a
discussion regarding the proposed feature-based classification framework.

5.1 Public connectors

The Public connectors classification is first introduced by Belchior et al. [11] and is focused on providing
blockchain interoperability solutions for cryptocurrency use cases. These solutions mainly involve public
blockchain interoperability, but some works used these approaches to provide private to public interoperabil-
ity [24, 88]. This category can be divided into three subcategories that are described in the next subsections:
Notary Scheme, Sidechain/Relays and Atomic Swaps.

5.1.1 Notary Scheme

According to Belchior et al. [11], notary scheme is a trusted third party solution, comprising an entity called
notary which monitors multiple blockchains and reacts upon events, by triggering cross-chain transactions
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Public connectors
Blockchain
of
Blockchains

Enterprise connectors
Review/
Survey

Blockchain
Type /
Interop-
erability
solution

Notary
Scheme

Sidechain/
Relays

Atomic
Swaps

Enterprise
Relays

Gateway
Generic
interface

Public
interoper-
ability

[41, 46,
47]

[22, 48, 49,
50, 51, 52,
53, 54]

[54, 55,
56, 57,
58, 59,
60, 61,
62, 63,
64, 65,
66, 67,
68, 69]

[70, 45, 71,
72]

[73, 74] [75]

[76, 77,
78, 9, 8,
79, 11,
80, 12,
10]

Private
interoper-
ability

[81] [35, 82, 83]
[34, 36, 84,
85]

[73, 86,
44, 74]

[87]
[9, 11,
12, 10]

Public to
private
interoper-
ability

[88] [32, 33, 89]
[90, 25,
73, 74,
91]

[30]
[9, 12,
11, 10]

Table 2: Classification of blockchain interoperability academic research using the feature-based classification
framework

on another blockchain. Central exchanges (CEXs), such Binance10 and Coinbase11, are the most popular
type of Notary Scheme and provide users a way to exchange criptocurrencies between different blockchain
platforms (e.g. exchange ethers to bitcoins). CEXs own users private keys and executes transactions on
behalf of them. In the last years, Decentralized Exchanges (DEXs) started to emerge to offer a decentralized
way to exchange criptocurrencies between peers without the need of a centralized party like CEXs. In a
DEX, users keep their own private key and exchange their assets between each other using Atomic Swaps or
custom Smart contract solutions. Komodo 12 and 0x13 are two examples of DEXs.

Distributed private key control scheme may be applied to Notary Scheme in order to achieve more
security. With this scheme, there are validators which must have a part of the signing key. Each validator
generates a signature share with its key and the transaction signature is built by composing each validator’s
signature share. The transaction is valid only if it has at least the signature share of K validators. This
variation follows the Shamir’s secret sharing [92] and is used by Wanchain network [93].

5.1.2 Hashed Time Lock Contracts/Atomic swaps

Hash locks consists of an encumbrance that restricts the spending of an output until some data is publicly
provided [43]. Time locks, on the other hand, is a type of primitive that restricts the spending of some output
until reaching a specified future time or block height [42]. Hash Time Lock Contracts is the combination
of this two techniques usually used to implement atomic exchanges of criptocurrencies (also called atomic
swaps) between two different blockchains.

Many protocols are available to implement this types of swaps, improving one or another feature [68, 62,
65], but most of them follow the generalized protocol. In this general protocol we have Alice and Bob that
want to exchange some assets they have on different blockchain platforms and they follow these steps:

1. Alice has a secret s and generates a hash h of that secret.

2. Alice publishes a smart contract that will only send her asset to Bob if someone presents a secret s.
Alice also adds a time lock to her smart contract so that her asset is returned to her after a specified
timeout t1 (time lock).

3. Alice gives Bob her hash function and her hash value h and Bob verifies Alice’s smart contract is
published.

10https://www.binance.com
11https://www.coinbase.com
12https://komodoplatform.com/
13https://0x.org/
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4. Bob publishes a smart contract that will send his assets to Alice, only after someone presents a secret
s, that the hash function of that secret is equal to h (hash lock). Bob’s smart contract has also a
timelock but with a specified timeout t2. After this timeout expires, his assets will be returned to him.
t2 must be less than t1.

5. Alice presents the secret s to Bob’s smart contract and Bob learns it. Bob’s assets are sent to Alice

6. Bob presents the secret s to Alice’s smart contract and Alice’s assets are sent to Bob.

In case Alice does not present her secret s to Bob, Bob’s assets will be released after timeout t2 expires
and Alice’s assest will also be released after t1 expires. In case Bob never publishes his smart contract, Alice
assets will be released after t1 expires.

5.1.3 Sidechain/relays

Sidechain implies the existence of two blockchains: one that is considered the main chain and keeps the
ledger, and a second one, considered the sidechain or secondary chain, that is an extension of the main
chain. The communication between them can be one-way (i.e. the main chain sends information to the
sidechain), or it can be bi-directional (i.e. both blockchains communicate between each other: two-way peg)
[11]. Sidechains communications require a cross-chain (or cross-blockchain) protocol and a relay [11]. The
cross-chain (or cross-blockchain) protocol provides the technical layer that enables the correct transfer of
messages from the main chain to the sidechain and (optionally) the other way round. On the other hand,
Relays are a piece of software hosted on the target chain that verifies the information received from the source
chain according to the rules defined in the source chain’s consensus protocol. This verification can be made
using an SPV [1] or more sophisticated proofs like Zk-SNARKSs [49] or NiPoPoW [94]. Sidechains follow a
three layer architecture, where layer 0 is the ledger, layer 1 is the blockchain platform on top of the ledger,
and layer 2 is the sidechain. Transactions that occurred on the main chain are called on-chain transactions
and follow the main chain consensus protocol, while off-chain transactions are transactions that occurs on
the sidechain and follows the sidechain consensus protocol. Most of the times, the sidechain protocol is more
efficient than the main chain protocol, to achieve more scalability. Liquid Network [95] is an example of
sidechain that adds scalability on top of Bitcoin and RSK [96] is another Bitcoin sidechain that add smart
contracts capabilities to it.

5.2 Blockchain of blockchains

As stated by Belchior et al. [11], Blockchain of blockchains is the least studied solution found by this research
and its definition is not clear. It is mainly based on industrial examples than academic research. The author
describes this interoperability solution as a framework that provides high level features (i.e. consensus,
incentives, contract layers) to interoperate application specific blockchains. On the other hand, Siris et al.
[8] define it as a super-ledger, comprising multiple sidechains connected with a unique main chain. The most
advanced work that studied this type of solution is the one presented by Belchior et al. [11] and is the
baseline definition of this work.

A Blockchain of blockchains solution is “a system in which a consensus protocol organizes blocks that
contain a set of transactions belonging to cross-chain decentralized applications, spread across multiple
blockchains. Such a system should provide accountability for the parties issuing transactions on the various
blockchains and providing a holistic, updated view of each underlying blockchain” [11].

A Blockchain of blockchains solution has the following building blocks: 1) relays to receive transactions
from the source blokchain; 2) a consensus protocol to validate incoming transactions and provide trust to
the whole network; 3) connectors and routers to route and send the transaction to the target blockchain;
4) validators on the target blockchain that can validate incoming transactions following the consensus pro-
tocol verifications. Cosmos [19] and Polkadot [97] are two industrial examples, while XChange [82] and
Hyperservice [45] are two academic examples.

5.3 Enterprise connectors

This work defines the Enterprise connectors as the evolution of the Hybrid connectors category presented
by Belchior et al. [11]. The reason for this evolution is that this category is most applied to enterprise
environments with certain degree of trust, with the exception of some generic works that are applied to
public interoperability (see Table 2). This work also defines new subcategories for the Enterprise Connectors:
Gateways, Generic interface and Enterprise relays. These new subcategories are more focused on enterprise
requirements and exchange of information than cryptocurrency exchanges, transfer or other Decentralized
Finance (DeFi) requirements provided by public connectors solutions.
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5.3.1 Gateways

A Gateway middleware is a software that translates two or more protocols. It is in the middle between
two software systems intercepting their messages. The Gateway transforms the original message sent by
the source system to the format understandable by the recipient software system [98]. Gateways are the
most basic interoperability solution that can evolve into a Generic interface or Enterprise relays by adding
more features. Gateways provide one to one communication, connectors and message transformer to provide
interoperability between software systems (blockchains and applications). Optionally, they can monitor an
listen events in the blockchain to trigger cross-chain transactions to a target blockchain. Software systems
(Blockchains and application) trust Gateways not to tamper messages nor provide erroneous information to
them. Bradach et al. [44] work is an example of a Gateway applied to private interoperability.

5.3.2 Generic interface

The Generic interface subcategory is a type of super service [98] that allows a source system (business
application or blockchain platform) to communicate with other blockchain networks using the Normalized
API feature. The source system communicates with the Generic interface by sending a common data format
message to a common interface it provides. The Generic interface applies data format transformations
and use connectors to send the original message to the target blockchain network using its native data
format and communication protocols. In case the interaction is a request-response interaction, the Generic
interface applies data format transformations and redirect the transformed message to the source system
using its native communication protocol. Generic interface solutions requires the Registry feature to discover
blockchain platforms and the Routing, Transformation and Connectors features to send messages to the
target blockchain platform. Two examples of this type of subcategories are the works presented by Scheid
et al. [30] [87].

5.3.3 Enterprise relays

Enterprise relays are the evolution of the Trusted relays categorization defined by Belchior et al. [11] and
were first presented in [84]. The present work redefines this subcategory in order to include decentralized
capabilities as presented by Ghaemi et al. [36], in order to cope with less trusted environments. The authors
of this work consider Enterprise relays provides a better semantic name to this interoperability solution and
avoid misunderstandings when using Trusted Relays on an untrusted environment.

Enterprise relays enables blockchain interoperability by receiving cross-chain transaction from a source
blockchain and redirecting them to a target blockchain. Enterprise relays have gateway capabilities that allow
them to transform message data format and communications protocols between both blockchains. They may
also have Registry feature and Routing capabilities to discover blockchain platforms and route messages to
them. Finally, they may have Relay capabilities that allow them to validate cross-chain transactions following
the source blockchain consensus protocol.

Enterprise relays can be centralized [84] or descentralized [36] and can be configured and deployed on
existing blockchain platforms without changing their source code.

5.4 Discussion

Our work proposed a feature-based classification framework that clearly specifies how an interoperability
solution is classified without ambiguity. A total of fourteen key features were identified through the analysis
of sixty-two blockchain interoperability related papers. These key features were the base for the design of
the feature-based classification framework that enabled the classification of the sixty-two surveyed papers
according to the features they provide. We think this approach provides a clear classification of blockchain
interoperability solutions, giving traceability to the categorization decisions. This supposes a benefit over
previous classifications that did not provide details on how they classified the existing work. We think that
providing a feature-based definition may help the conceptualization of blockchain interoperability solutions.

Despite these comments, our work presents some limitations. The survey considered academic papers
that were published between January 2018 and May 2021, leaving out of scope more updated work that
could provide better understanding and conceptualization of blockchain interoperability solutions. Further-
more, the research was performed through full-text assessment only, with no contact with the corresponding
authors. This could lead to misunderstanding of the proposed approaches, leading to incorrect identification
of features and category classification. In addition, the proposed classification framework involves features
with different levels of abstraction that may rise questions about its relevance or suitability. For example,
Hash and time locks are more fine grained and lower level features than the Router or Registry feature.
This reflects the complexity of the characterization due to the different granularity levels of the features
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involved. However, removing hash and time lock features will lead to remove Atomic Swaps, a very relevant
interoperability solution in the literature. Finally, we found that the Gateway subcategory is quite similar to
the Notary Scheme subcategory when applied to public interoperability. The main difference is quite subtle
and refers to the communication mode (i.e. Gateway is a one to one communication while Notary Scheme
is a one to many communication). Further analysis is needed to confirm they are conceptually different.

Finally, a better classification can be inspired in other areas of work like middleware, in which there is
a clear classification of middleware products. Altman et al. [98] presented a classification based on features
where basic middleware provides the foundations for more sophisticated middleware products named platform
middleware. Besides our work, further analysis can be performed in this area following a similar approach.

6 Blockchain Interoperability Analysis, Challenges and Research Directions

This section presents a discussion on the landscape of blockchain interoperability state of the art, identifies
some challenges as well as open issues, and proposes future research directions.

6.1 Blockchain Interoperability Analysis

As presented in previous sections, there is a large amount of existing work regarding blockchain interoper-
ability, where most of the works focus on public interoperability, tackling challenges related to token transfer
and exchange. The majority of the identified works provide new protocols and solutions or improve exist-
ing ones. Citizens, DeFi (Decentralized Finance) service providers and blockchain platform providers (e.g.
Ethereum) are the main stakeholders of this interoperability type but, as stated by Belchior et al. [11], token
exchange is no longer the whole scope of blockchain interoperability. Enterprise organizations started to use
the technology and need support for new requirements regarding identity, authorization, consensus protocols,
privacy, performance and governance. These requirements are different from public interoperability require-
ments and need different solutions. Related to this, private and public-to-private interoperability are still on
their first steps as little work was found. Some works on private interoperability were performed, but they
tackle specific use case requirements and are not a general solution [34, 84]. The status of private-to-public
interoperability is not different. Koens et al. [9] presented the first survey that mentions private-to-public
interoperability challenges. The authors state that scope, scalability, consensus protocols, cost change state,
native token, governance and regulation are some of the challenges in this type of interoperability, but do
not provide further details. Later on, Belchior et al. [11] stated that although some critical requirements
on blockchain interoperability were fulfilled primary on public blockchain solutions, private and private-to-
public interoperability is still a challenge that needs further work. A more recent paper by Lohachab et al.
[12] states that there is a need to develop new interoperability solutions that include private and consortium
blockchain networks.

In order to start developing interoperability solutions, we first needed to understand the existing ones,
their definitions and features. Some interoperability frameworks and classifications exist and have clas-
sified them with quite success [9, 11, 12]. Unfortunately, interoperability solutions evolve very fast and
classifications become quickly outdated. For example, papers dated on 2019 self classify their work as
Sidechains/Relays involving multiple blockchains [32, 33], but nowadays it is more suitable to follow Bel-
chior et al. [11] classification and classify them as Blockchain of blockchains. Another example is that these
earlier works only included public interoperability solutions (e.g. Notary Scheme, Sidechains/Relays) and
were focused only on cryptocurrency use case scenarios (cryptocurrency exchange and transfer). As stated
by Belchior et al. [11], these scenarios are not the whole scope of blockchain interoperability. New types
of uses cases (e.g. data exchange) and new types of solutions emerged (e.g. Trusted Relays, Blockchain of
blockchains) turning these first works to be incomplete with nowadays state-of-the-art. On the other hand,
more recent works dated on 2021 are more updated and include these new types of solutions and provide
a more updated survey, but they also have some limitations. They classify the same blockchain interoper-
ability solutions with different categories. For example, Belchior et al. [11] classify Cosmos and Polkadot
as a Blockchain of blockchains, but Lohachab et al. [12] classify them as a Relay. How they arrived to
these results is not clear as they do not provide details about this decision. A more refined classification is
needed to clearly understand blockchain interoperability solutions. In that sense, the present work proposed
a feature-based classification framework to aid in this issue, by classifying sixty-two academic papers and
identifying three categories (Public connectors, Enterprise connectors and Blockchain of blockchains) with its
subcategories (Notary Scheme, Atomic Swaps, Sidechain/Relays, Gateway, Generic interface and Enterprise
Relays).

Fig. 7 presents a graphical representation of the relationship between blockchain interoperability solu-
tions and stakeholders. Citizens is a type of stakeholder that includes individual human users. DeFi Service
providers are organizations that provide DeFi services to other stakeholders. DeFi services are financial
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services that do not rely on a centralized authority to work and use blockchain technology to achieve this
goal. Some example of DeFi service providers are Binance14, Kraken15 and Coinbase16 and some examples
of DeFi services they provide includes criptocurrency trading, NFT trading, crypto loans, join a liquidity
pool and DeFi staking among others. On the other hand, blockchain providers are organizations that pro-
vide blockchain platforms to citizens, DeFi Service Providers and enterprise organizations. Some examples
are Ethereum, Cardano Foundation, Polygon, Interchain Foundation and Web3 Foundation. These orga-
nizations provide among other things, the following blockchain platforms and blockchain interoperability
solutions: Ethereum, Cardano, Polygon PoS Bridge, Cosmos and Polkadot. Finally, enterprise organiza-
tions are organizations that use private blockchains or a consortium blockchain for the development of their
business processes. Some examples are Wallmart or the Italian banks described in Section 2.1.

Public connectors provide interoperability between blockchain platforms or between business applica-
tions and blockchain platforms. Citizens may use Notary Scheme and Atomic Swap solutions for some DeFi
services between citizens, like critpocurrency exchange and transfer. DeFi Service providers also use these
interoperability solutions to offer DeFi services to citizens or organizations. Gateways and Generic Inter-
face solutions may be used to enable connectivity with one or more blockchains. Blockchain providers use
Sidechain/Relays to enable token exchange and transfer between public blockchain platforms or improve
scalability. Optimism[99], Polygon PoS Bridge[100] and RSK are some examples of Sidechains/Relay. Op-
timism and Polygon PoS Bridge provide a Sidechain to move assets from Ethereum to Polygon and vice
versa, while RSK is a Bitcoin sidechain that allows to execute smart contracts secured by Bitcoin. Public
connectors have been studied in the last years and have a large body of literature as it is shown in table 2.

Figure 7: Stakeholders and interoperability solutions.

On the other hand, Enterprise connectors is a new category of blockchain interoperability solutions
proposed by our work, more suitable for enterprise interoperability requirements. The citizen is no longer
the main user of this type of solutions and business applications take their place. In this case, business
applications need to integrate with different blockchain platforms or heterogeneous blockchain platforms
need to integrate between each other to fulfill some business process. Token exchange/transfer is no longer
the main requirement, which is superseded by data exchange between organizations. Enterprise connectors
include Gateways that are trusted software that enables basic interoperability by connecting two blockchain
platforms and solving message and protocol differences. Generic interfaces provide a more sophisticated
solution and provide a unified Normalized API to integrate a source system (blockchain or application) with
many blockchain platforms. Generic interface solutions are still a trusted software and its main role is to
simplify interoperability among heterogeneous blockchains. They can be used by other blockchain platforms
or by business applications that need to integrate with different blockchain networks. Hyperledger Cactus

14https://www.binance.com/
15https://www.kraken.com/
16https://www.coinbase.com/
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or Bifröst are two examples of Generic Interface solution. Enterprise Relays are the most sophisticated piece
of software including the previous features of Gateways and Generic interfaces, adding routing, registry
and message verification according to the consensus protocols of the involved blockchain platforms. Some
Enterprise Relays enable the hosting of business logic rules giving support for coordinated tasks between
blockchains. Enterprise relays can be centralized or decentralized. As stated by Belchior et al. [11], Trusted
Relays (now renamed Enterprise relays) seems a good solution to private interoperability but further work
needs to be done to confirm this hypothesis. There is little work in the area as the solutions are provided
for specific use case requirements [84]. A more in-depth study of Enterprise Relays is the work presented
by Hardono [74], where he presents a reference architecture, atomicity and security design properties of an
Enterprise Relay solution. He also presented challenges regarding identity, crash recovery and discovery, but
lacks experimentation. However, as stated by Tam et al. [27], further study is needed to provide a formal
analysis, improve blockchain discovery and data consistency. An example of Enterprise Relay is Weaver that
enabled interoperability between Corda and Hyperledger Fabric and was used by the Banque de France (the
french central bank) to achieve interbank settlement transactions [101].

Blockchain of blockchains is the third category described in this work, for which little research effort was
found and further study is needed. To the best of our knowledge, no formal analysis and little experimentation
has been performed in this category on academic research.

Finally, as stated by Belchior et al. [11] and confirmed in our research, there are many theoretical works
that presents different interoperability solutions, but there is a lack of practical experimentation. Further
work is needed here in order to provide and share academic reusable software.

6.2 Challenges and open issues

As presented in other recent surveys, blockchain interoperability is still a challenge [10, 11, 12, 79] and
there are several issues that need to be solved in order to have a full trustless descentralized execution of
cross-chain transactions [45]. The following subsections present some of these challenges.

6.2.1 Heterogeneous technical aspects

Blockchain interoperability can involve homogeneous (e.g. Ethereum and Polygon) or heterogeneos blockchain
platforms (e.g. Ethereum and Bitcoin). Homogeneous blockchain platforms use the same technical primitives
(i.e. block size, hash and signature algorithm) and consensus protocol verification that eases interoperability
between them. Unless blockchain plataforms are aligned by design (e.g. Bitcoin and Ethereum use the same
curve secp256k1 for digital signatures [79]), interoperability solutions need to bridge the technical differences
to enable blockchain interoperability. Interoperability solutions needs to bridge heterogeneous models to
enable blockchain interoperability.

6.2.2 Heterogeneous models

As presented in Section 2, blockchain networks can be public, private or consortium, having different mod-
els regarding user identity, consensus protocols, authorization, privacy and governance. Users on public
blockchain use pseudonyms while private blockchain users are clearly identified. Public blockchains use prob-
abilistic consensus protocols that need to be aligned with deterministic protocols used on private blockchains.
Privacy is another property that is managed differently on both blockchain types. Besides specific networks
like Monero or ZCash, public blockchains traditionally allow other users to see all the transactions writ-
ten to the ledger, while private blockchains need this information to be kept confidential and only seen by
authorized users.

6.2.3 Consistency

The ledger information is immutable, durable and decentralized. Therefore, once information is validated
by the consensus protocol, strategies such as two-phase commit and rollback transactions cannot be applied.
Eventual consistency is not an option as participants may use the information/asset before a compensation
undo the transactions. Related to this, some existing works propose a three-phase commit [34, 35] focused
on private interoperability while others focus on escrows and locks [74]. These works seemed to be the first
steps in solving consistency issues, but further work is needed. As stated by Tam et al. [27], data consistency
on cross-chain transactions cross-spanning multiple blockchain domains is another challenge on blockchain
interoperability.
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6.2.4 Data protection

Immutability is a key feature on blockchain networks but turns data confidentiality and privacy a hard task
to be accomplished. In order to guarantee privacy, data encryption may be suitable in the short term, but
encryption algorithms may be obsolete in the future and immutability does not allow to change encrypted
data with more powerful algorithms. Data published on public blockchains is immutable and durable forever
and nothing assures that nowadays encryption techniques will not be broken in the future. New strategies
must be developed in order to cope with these issues. On the other hand, compliance with regulations like
the GDPR [102] is not feasible with nowadays definition of immutability on blockchain networks [27]. The
”right-to-forget” or the need to delete/update certain data from the blockchain without breaking the chain,
is a challenge nowadays.

6.2.5 Blockchain discovery

After our research, we found little work related to blockchain and smart contract discovery [103, 35]. As
stated by Tam et al. [27], blockchain discovery may go through the following phases: 1) static and prede-
fined manually, 2) automatic configuration and 3) semantic discovery. Nowadays, there are almost 10.000
cryptocurrencies according to Coinmarket17 and more private initiatives are rising [84, 34], so manual config-
uration of blockchain discovery is not feasible. As described by Hardono [80] and Quasse et al. [74], building
a decentralized discovery service that enable the discovery of decentralized resources is still a challenge in
blockchain interoperability.

6.2.6 Formal analysis on interoperability solutions

Extensive work can be found on formal analysis on Public connectors solutions. For example, Gǎzi et
al.[104] provided a formal analysis on Proof-of-Stake Sidechains, while Kiayias et al. [52] do the same with
Proof-of-Work sidechains and Herlihy [62] applied game theory to formalize Atomic swaps. Despite all these
efforts, no literature could be found for novel solutions like Belchior et al. categories (e.g. Trusted Relays or
Blockchain of Blockchains)[11]. In order to provide reliable interoperability solutions for public-to-private
and private interoperability, there is a need to create formal specifications and verification on this type of
solutions.

6.2.7 Primitives and patterns

In order to design and build reliable interoperability solutions, patterns and primitives need to be discovered.
In this paper we present some features that enable the classification of blockchain solutions, some of which
can be seen as patterns or building blocks for blockchain interoperability solutions. An analogy to this is how
message brokers, web services middleware, message routing and message transformations are the building
blocks of the Enterprise Service Bus [105]. We see the definition, formalization, design and development of
blockchain interoperability patterns and primitives is still an open issue and challenge.

6.2.8 Distributed Ledger Technologies interoperability

Most of the research surveyed in this work is focused on blockchain interoperability, being blockchain a
specific case of Distributed Ledger Technologies (DLT) [14]. Corda18 and IOTA19 are two examples of DLT.
To the best of our knowledge there is little research focusing on interoperability between DLT and blockchain
as well as on DLT platforms between each other. Two examples are the works presented by Bradach et al.
[44] and Jiang et al. [33], which focus on interoperability between Corda and Hyperledger Fabric, but further
research is required.

6.3 Future Research Directions

After discussing blockchain interoperability state-of-the-art and challenges, we envision some research ques-
tions.

6.3.1 Public to private interoperability solutions

We see private to public interoperability as an untouched area of research and developed the following
research questions:

17https://coinmarketcap.com/
18https://www.corda.net/
19https://www.iota.org/
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• Is it possible for a user to participate in a cross-chain transaction between public and private blokchains
and keep the identity properties of each chain regarding participant anonymity and identification?

• Is it possible that private blockchains validate cross-chain transactions generated on a public blockchains
efficiently and in a timely manner and vice-versa?

• Is it possible to keep data properties (e.g. privacy) on cross-chain transactions between private and
public blockchains and still follow the consensus protocol on each chain?

• Is it possible to guarantee data consistency on cross-chain transactions between public and private
blockchains and keep immutability, durability and decentralization properties?

6.3.2 Patterns and building blocks on blockchain interoperability

The identification of patterns and definition of building blocks for blockchain interoperability is another
future direction in blockchain interoperability, for which we rise the following questions:

• Is it possible to identify and define blockchain interoperability patterns?

• Is it possible to define reusable building blocks in order to build blockchain interoperability solutions?

• If blockchain patterns can be defined, is it possible to provide formal analysis tools to help in its
development?

6.3.3 Formal analysis on novel blockchain interoperability solutions

We provide the following research question regarding formal analysis on novel blockchain interoperability
solutions like Enterprise connectors and Blockchain of blockchains:

• Is it possible to define formal models for Enterprise connectors and Blockchain of blockchains as well
as provide formal verification to improve its reliability?

• Is it possible to define a formal taxonomy for blockchain interoperability solutions?

6.3.4 DLT to blockchain interoperability

The following research questions are focused on DLT and blockchain interoperability:

• Is it possible to achieve blockchain and DLT interoperability?

• Does blockchain interoperability solutions may apply to another DLT models like Direct Acyclic Graph
networks (e.g. IOTA)?

• Can blockchain interoperability formal models be applied to DLT?

7 Related work

Belchior et al. [11] presented an extensive survey on blockchain interoperability, in which they define
blockchain interoperability concepts, a framework to classify blockchain interoperability solutions and a
classification of the surveyed articles. This work was the baseline of our work, by taking the proposed classi-
fication framework a step further. We provide a feature-based classification framework to clearly categorize
blockchain interoperability solutions. We also present other challenges related to blockchain interoperability.

Lohachab et al. [12] presented a survey and a classification framework, in which blockchain interop-
erability solutions are classified. The work presented a layered architecture based on the OSI stack and
a taxonomy to classify blockchain interoperability solutions. The taxonomy is a short categorization that
considers use case applications (e.g token transfer), initiator role (passive and active), participation (e.g.
heterogeneous DLTs) and interaction (decentralized/centralized). Despite this, this work presented a survey
on blockchain interoperability projects and consensus protocols. Our work complements this work with a
more refined classification on blockchain interoperability solutions and add blockchain interoperability types
to the classification. We share some challenges on blockchain interoperability like anonymity, permissioned
blockchain research and consensus protocols related to cross-chain transactions confirmation and propose
new challenges.

Koens et al. [9] described a set of properties and a framework to classify interoperability solutions based
on twelve key properties related to regulations, scalability, syntactic and semantic interoperability, among

19



CLEI electronic journal, Volume 25, Number 3, Paper 4 , November 2022

others. Interoperability challenges were presented related to notary scheme, hash lock and sidechain/relays.
Furthermore, a brief analysis was performed related to permissioned and permissionless interoperability. We
complement Koens et al. work by defining new properties (features) to classify interoperability solutions and
include other categories not defined in his work (e.g. blockchains of blockchains). We also provided further
discussion on private and public-to-private interoperability, not present in this work.

Siris et al. [8] presented a survey on public blockchain interoperability comparing the following categories:
atomic cross-chain transactions, transactions across a network, interledger protocols, bridging solutions,
sidechains and ledger-of-ledgers. The authors analyzed these solutions considering transfer and exchange
of value, scalability, costs per transaction, complexity and interconnection trust mechanisms. They also
presented an initial discussion on blockchain interoperability solutions and a classification, sharing some
categories with them. The authors only discussed public interoperability solutions, in contrast with this
work that also considers private interoperability and public-to-private interoperability solutions. Our work
shows that if we consider a feature-based categorization, some categories presented by the authors can be
joined together, providing a more clean and clear categorization of blockchain interoperability solutions.
For example, Interledger protocols and Bridges can be categorized as Atomic Swaps, removing redundant
categories and create a cleaner categorization.

Monika et al. [76] presented a survey and categorization on blockchain interoperability solutions. The
authors define four categories: notary scheme, smart contracts (atomic swaps implemented with smart
contracts), blockchain routers and bridging solutions. For each category, they presented its limitations.
They also stated that blockchain interoperability between permissioned and non-permissioned blockchains is
still a challenge that needs further research. Unfortunately, no further discussion was presented besides this
statement. Our work complements this work by providing new categories to classify private interoperability
and private-to-public interoperability solutions. We also describe further challenges related to private and
public to private interoperability.

Khan et al. [10] analyzed the role of smart contracts in blockchain interoperability, by proposing a
taxonomy to classify how blockchain interoperability solutions use smart contracts. They classify some
existing solutions and describe some challenges on blockchain interoperability: types of assets exchanged,
scalability, privacy and security in cross-chain transactions and compatibility and recovery mechanism. Our
work complements the proposed taxonomy by considering features of blockchain interoperability solutions
to the classification framework. Besides this, we consider and describe other challenges not present in their
work.

Finally, Zamyatin et al. [79] presented a formalization of Cross-Chain Communications (CCC). They also
described a framework to categorize CCC protocols depending on the level of trust needed on each phase
of the CCC protocol: (Pre-)Commit Phase, Verify Phase, Abort Phase. Levels of trust are categorized by
Trusted Third Party, Synchrony Assumptions and Hybrid. Besides this, they also identified some challenges
related to public connectors, leaving out of scope enterprise connectors or blockchain of blockchains. Our work
complements this paper by considering private-to-public and private interoperability solutions. Zamyatin et
al. formalization seems an interesting approach to consider in order to formalize enterprise connectors or
blockchains of blockchain.

8 Conclusions

Blockchain interoperability is one of the main topics in the blockchain research area and has evolved quickly
during the last years. Indeed, many research and industrial teams are providing different interoperability
solutions to different challenges.

The first generation of interoperability solutions involved public blockchains and can be categorized in
Notary Scheme, Sidechain/Relays and Atomic Swaps. However, the second generation is still not clear
enough, as it involves new solutions (e.g. Blockchains of blockchains) or adds new requirements to solve
enterprise use cases on the private blockchain field (e.g. identity management). The characterization and
classification of blockchain interoperability solutions is not clear enough in the literature. First works became
quickly outdated and later works are sometimes contradictory, with no traceability of classification decisions.

This paper proposed to organize existing work related to blockchain interoperability and understand the
features as well as definitions of existing blockchain interoperability solutions. Furthermore, it defines a
classification framework to clearly state how blockchain interoperability solutions are classified and why.

The main contributions of this paper include a survey on blockchain interoperability solutions identifying
sixty-two relevant papers related to blockchain interoperability. Besides this, a feature-based classification
framework was proposed and used fourteen key features to clearly classify blockchain interoperability solu-
tions. As a result, all sixty-two papers were classified based on the defined framework. The classification
framework provides three main categories: Public connectors, Blockchains of Blockchain and Enterprise con-
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nectors. Each category is also sub-categorized by Notary Scheme, Sidechain/Relay, Atomic Swaps, Gateway,
Generic interface and Enterprise Relays. For each subcategory a feature-based definition was proposed.

After the classification and study of these articles, we presented a discussion of the actual state of the art
in blockchain interoperability and identified open issues and challenges. Finally, we presented some future
research directions that can be the baseline for future research work.
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Appendix 1: Industrial Interoperability Solutions

This section describes some of the industrial interoperability approaches and groups them according to its
interoperability type (public, private or private to public interoperability).

Public interoperability solutions

Polygon network [100] (previously known as Matic Network) is a public blockchain that enables interoper-
ability with the Ethereum blockchain by using two interoperability solutions: Plasma and PoS bridges. With
Plasma and PoS bridges, Polygon behaves as a two-way peg sidechain of the Ethereum blockchain, where
assets can be moved from Ethereum to Polygon and the other way round. The PoS bridge is composed of a
set of smart contracts that help to move assets between Ethereum and Polygon. There exists a Root Manager
Token contract on Ethereum blockchain and a Child Manager Token contract on Polygon blockchain. When
an asset is locked on the Root Manager Token contract, an event is triggered to the Child Manager Token
contract to create an asset semantically equivalent on Polygon. When this new token is no longer needed,
the token can be returned to Ethereum by burning it on Polygon. When the new token is burned, an event is
triggered on the Root Manager Token contract with a proof that the token was burned. The Root Manager
Token contract will validate the proof and unlock the previously locked token on Ethereum. Plasma bridge
works in a similar way but provides increased security after burning the new token on Polygon. Plasma
defines a 7-day withdrawal period. When the user burns the tokens on Polygon, an Exit NFT token is
created on Ethereum with the semantic equivalent value. After the 7-day withdrawal period expires, the
user can claim back the locked tokens on Ethereum by using the process-exit procedure. Other users can
present fraud proofs in this 7-day period in case they find that the withdrawal is not allowed. The later
provides more security to the Plasma bridge than the PoS bridge.

Ethereum Optimism [99] is another public blockchain that provides interoperability with Ethereum using
a Sidechain solution similar to Polygon Plasma bridge. Ethereum Optimism provides smart contracts that
acts as bridges to move assets from Ethereum to Optimism and vice versa. To move asset to Ethereum, the
user needs to call the bridge smart contracts on Ethereum that will lock this asset for future usage. This
smart contract will make a direct communication with the bridge smart contracts on Optimism and a new
semantic equivalent asset on Optimism is created. To return the asset from Optimism to Ethereum, the
user needs to call the bridge smart contract on Optimism to make the withdrawal. After that, the asset at
Optimism is burned but the user cannot claim on Ethereum yet. The user needs to wait a 7-day period that
enables other users to submit fraud proofs to Ethereum in case it is a fraud transaction.

Blocknet is a Proof-of-Stake blockchain that provides peer-to-peer interoperability between nodes on
different blockchains [106]. Blocknet protocol is composed by two components called XBridge and XRouter.
XBridge provides the infrastructure to enable the exchange of tokens on a decentralized and trustless manner
by using BIP65 CLTV20 atomic swaps contracts or similar methods for other blockchains that do not provide
this technical construct. On the other hand, XRouter provides the blockchain interoperability infrastructure
to the Blocknet protocol by providing blockchain lookup, registry services and SPV clients for cross-chain
transactions validations. By design, Blocknet may support private and public blockchains but nowadays
Blocknet supports only public blockchains 21.

ARK mainnet is a public blockchain that follows the Delegated Proof-of-Stake (DPoS) and supports
blockchain interoperability through its SmartBridge Technology which provides two protocols: 1) Protocol-
Specific SmartBridge and 2) Protocol-Agnostic SmartBridge [107]. The first protocol provides homogeneous
interoperability between ARKs networks by using events and listeners on a bridge ARK chain. The bridge
ARK chain acts as a proxy providing a decentralized solution that routes cross-chain transactions from a
source ARK network to a target ARK network. The second protocol is an open source project called ARK
Contract Execution Services (ACES) that enables heterogeneous interoperability between ARK and other
blockchain platforms. It follows a similar approach of events and listeners and requires blockchain platforms
to add pieces of code to support vendor fields to tag their transactions. External tagged transactions are
monitored by Encoded Event Listener nodes that route transactions to the target blockchain (e.g. ARK,
other blockchain). A more recent solution for blockchain interoperability is based on HTLC but it is still
in experimental phase22. Some proofs-of-concepts have been carried out to achieve interoperability between
ARK and Hyperledger Fabric23. ARK supports Bitcoin, Ethereum and Litecoin24.

20https://github.com/bitcoin/bips/blob/master/bip-0065.mediawiki
21https://docs.blocknet.co/protocol/xbridge/compatibility/
22https://github.com/ArkEcosystem/AIPs/blob/master/AIPS/aip-102.md
23https://ark.io/blog/making-cross-chain-smart-contracts-on-ark-via-hyperledger-fabric-e69149b1e12c
24https://datascience.foundation/sciencewhitepaper/ark-stack-development-an-interoperability-solution-for-seamless-
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Private interoperability solutions

Hyperledger Cactus is a framework that provides an abstraction on top of blockchain networks to enable
enterprise applications to interoperate with them [29]. It provides an extensible plugin architecture that en-
ables the integration of new blockchain networks supporting the following blockchain platforms: Hyperledger
Fabric, Hyperledger Besu, Corda and Quorum. It provides interoperability validators hosted on the source
and target blockchains that receive, sign and verify the messages exchanged between them. Hyperledger
cactus is an application-to-blockchain interoperability solution.

Weaver is another framework similar to Hyperledger Cactus that enables interoperability between enter-
prise applications and blockchain networks [84]. Each network must have an IOP Module plus a Trusted
Relay [11]. Relays enable applications to connect with a source blockchain network to query data and the
IOP module allows them to store this data, following the target blockchain network verification policies (i.e.
consensus protocol). The IOP module also has the responsibility to apply the verification policies of exter-
nal requests made by a source blockchain network Relay. Nowadays, Weaver supports Hyperledger Fabric,
Hyperledger Besu and Corda. Weaver is an application-to-blockchain interoperability solution.

YIU is a Hyperledger Labs project that enables interoperability between heterogeneous blockchain net-
works [108] by implementing the IBC protocol [20]. Each blockchain network has an IBC Module that allows
to communicate with other blockchains through a Relayer. The IBC Module verifies received messages fol-
lowing the target network verification policies. For example, the IBC Module of Hyperledger Besu may verify
the message header for IBFT 2.0, while the IBC Module of Hyperledger Fabric may verify the endorsements’
signatures. The main difference between YIU and Hyperledger Cactus or Weaver is that YUI provides a
platform-to-platform interoperability instead of application-to-platform interoperability provided by those
solutions. Nowadays, YUI supports Hyperledger Besu, Hyperledger Fabric and Corda.

Public to private interoperability solutions

Cosmos is a network of independent blockchains that follow a Proof-of-Stake protocol called Tendermint
to achieve consensus [19]. Each blockchain is called a Cosmo Zone and the first connected blockchain is
called Cosmo Hub. The Hub connects to other zones using the IBC protocol [20] and tracks the different
token types and records the number of tokens existing in each zone. Transfer of assets between zones is
done in a secure manner without the need of liquidity exchange between zones as all the transfer exchange
is done through the Cosmos Hub. Nowadays, there are IBC Modules for Hyperledger Fabric25, Corda26 and
Ethereum27, which enable interoperability between these blockchain networks.

Polkadot is a project similar to Cosmos and is composed of a network of heterogeneous blockchain
networks called parachain [97]. Parachains are connected between each other by the Polkadot Relay Chain,
an entity that is responsible for the network’s security, consensus and blockchain interoperability. Parachains
are independent blockchain networks that have their own tokens and functionality for specific use cases.
Bridges are another type of entity in Polkadot that enable external blockchain networks (i.e. Bitcoin,
Ethereum) to be connected to Polkadot, and enable the communication with parachains. Chain Bridge is
an effort to provide a bridge to connect Ethereum with Moonbean, a Polkadot parachain. At the time of
writing this work, no bridges were found for private blockchains like Hyperledger Fabric or Corda, although
is theoretically supported.

25https://github.com/hyperledger-labs/yui-fabric-ibc
26https://github.com/hyperledger-labs/yui-corda-ibc
27https://github.com/cosmos/gravity-bridge
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