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Abstract

This article presents the use of a remote netwalkas an aid to support teaching computer
networks. The purpose is to enable students congsiertheir theoretical learning with
practical experimentation in networking devices etthtan be carried out synchronously to
theoretical classes and from any room with inteawetess. Unlike the current solutions based
on mainly software emulation and simulation, thedetts interact remotely with commercial
network devices, such as cutting-edge and widedyg ssvitches, routers and firewalls at the
workplace.This proposal reduces the expenses dalling new laboratories in all the
campuses where lectures are held and also movengttidents to laboratories that are not
located near their classrooms. The use of the eefabbratory has been compared with the use
of traditional network labs with senior studentsjonag information technology engineering.
The preliminary results show a great similarity both uses demonstrating that a remote
network lab is an effective aid for teaching congputetworks..

Keywords: Aid tool, Remote lab, Teaching networks, Inforirmatand Comunnication
Technologies.

1. INTRODUCTION

The Computing Engineering Curriculum consists gfreup of areas that develop basic skills to be weleen the
graduated engineer works. These topics are dividea 5 specialized disciplines: Computing Engiiegr
Computer Science, Information Systems, Informafiechnologies and Software Engineering. The studgnam
of an engineer should comprise all these discipline

The ACM IEEE in [1] shows each of the topics thaddd be taught in each discipline along the yed&rstudy. In
this document, the importance of the network anthectivity teaching can be appreciated for eacthem in the
study plan of a computer science engineer. Theratlsing questions are: ¢what are the most reidgpits that
should be taught? ¢ Is it necessary to do lab pesctr is it enough with the theoretical approaghes

The answers to these questions are found in thendeat called “Guidelines to computer support ineawork
environment” ACM [2], where some content areas #mel topics associated to them are identified, sash
organization environment, documentation and tectnieference, hardware and software, among otherthis
document, it is remarked the need to have the sacg®lements to allow the student to interact wifferent
devices of connectivity. The above is reinforcedidgrkshop on Computer Networking: Curriculum Desigmnd
Educational Challenges[3], where the participangse@ on the need to have laboratories implementigd w
connectivity elements, to teach networks.
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Moreover, IEEE ACM in [1-2], as well as in the difént organizations participating in the WorkshapGomputer
Networking [4] agree with the idea that teachingnpater networks should be divided into 60% theargt 40%
practice.

Therefore , it can be concluded that it is impurt® teach theory and practice to engineer stisgdéx@ing more

relevant in Information and Communications Techg@e (ICT), the engineer has to deal directly whibth
network software and hardware.

2. USE OF LABORATORIES AS A TEACHING AID.

A network lab consists of a room that has netwayligment such a switch, router, firewall and corepait With
this equipment the students can put into practieskhowledge learned from theory about computexodt

However, the purchase of these devises and labtemaince is expensive. The implementation and nrante of a
laboratory like this is around US$ 50.000

In Table 1 is listed, as example, the equipmenthef Network Laboratory of the Computer Departmenit,
Universidad de Valparaiso, Chile.

Table 1: Network Lab Equipment of Computer Science atidriidad de Valparaiso

Item  Quantity Description
1 13 Computer:
Processor Pentium IV 3GHZ.
3 Networks cards
RAM 256 MB
Hard Drive : 30 — 40 GB
CD Reader
15" Monitors, flat screen (LCD)
Router Cisco 2600 :12.x, 2 Seriz ports, 2 Etherne ports
Switch Cisco Catalyst 29-24 : 24 x 10/100 por
Switch 3com 4500 26 x 10/100, 2 x 10/100/10009
Firewall Cisco PIX 506E, 2 Etheri ports, 1 console p¢, 32MB RAM
memory, 8MB FLASH memory.
Racls, 19” wide: glass dootl
Patch Panel 4ports
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Due to the high costs, it is not possible to impeata network laboratory in all physical locatiavisere where they
are teaching computer networks..

The traditional approach to teach network computiiet includes theory and practice, consists gflémenting a
network lab, lecturing network in a classroom &atéi taking the students to a network lab.

Figure 1: Tradicional Teaching in Networks Computers
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This approach has the following problems:
a) A teacher or assistant, to monitor the actisiiehieved by the students, is always requiretieatab. This
reduces the availability of the lab to the students
b) Lab activities can only be done face to faceeréhs no option of distance working.
In case teaching is done away from the lab:
d) Students can not be transferred from the classro the place where the lab is located becaustudent’s
availability or because of geographic distances.

e) Labs can not be carried to the teaching place.
f) It s not possible to implement a lab in eachmowshere teaching is held because it is very expensi

3. EXISTING METHODS AND TOOLS TO REMOTE SUPPORT FOR TEACHING .

There are several solutions to meet the requiresr@requipment to support network teaching. Sontaerh are
shown in Table 2.

Table 2 Solutions to support computer networks teaching.

Project Creator Remote Approach Allow
Access Configuration
“The Open Network Laboratory Universidad de Yes Real Device NO
[6] Washington
“Didactical Issues of a Remo Universidad d Yes Real Device Sl
Network Laboratory” [7] Bern Alemania
“Remote Real Laboratory” [ Universidad de Géno Yes Real Device Sl
Remote Lab for teaching TCP / Universidad d Girona, Yes Real Device NO
Networks [9] Espafa
Model for interactive technologit Universidad de Yes Real Device Sl
based remote lab education [10] Massachussets Amherst
Real Acces HP inven Yes Real Device Sl
Laboratory [11]
CCNA Network Visualizer 5.0 [1: CIsccC NO EMULATOR Sl
Network Simulator [4] Universidad Autébnom. NO SIMULATOR Sl
de Bucaramanga
IMUNES [5] University of Zagre NO SIMULADOR Sl

However, none of these tools is a teaching aidesydtased on interaction and configuration of conerakenetwork
equipment as the equipment of Universidad de Valpardescribed here.

4. PROPOSAL: THE USE OF REMOTE NETWORKS LABORATORY

This article presents a new proposal consistingusing a remote network laboratory to aid teagtdomputer
networks. The main objective is that the studerdtide to complement his/her theoretical learnirrgugh practical
experiences with network devices located in a nethaboratory (see Fig. 2).
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Figure 22 Remote networks laboratory as an aid to teacb@mgputer networks.

The proposal of using a remote laboratory presietéollowing advantages:

* It reduces the costs of implementation. It omguires to install a network lab to be shared iffgrént
lecturers simultaneously.

* It increases the schedule availability of theokabory. The students can access to the lab sinedtesly
with the network lecture, anytime and from anywhere

* It increases the geographic availability. A netkvcourse with theoretical and practical classes, be
taught from anywhere with internet connection.

* There is independence to choose any make andledees. Any brand name or type of device can be
useful for interacting.

5.IMPLEMENTING THE PROPOSAL

The setting up is a system that allows the acaeagémote lab from Internet. A student playsrtie of a client
who accesses via Internet to a connectivity sefMas server lets the students interact with thg@pgent located
in the network lab (router, firewall, switch, conters , etc) since this is connected with the latooyadevices. This
system consists of the elements indicated in Talaled their interconnection is shown in Fig 3.

Table 3 Components of the remote network lab.

Element Implementation
RemoteClient (studeit Welk Browse, Internet Exgorer/ Mozilla.
in a classroom) Internet Connection
Serve FreeBSI Operating Syste.

JBoss Aplications Server.
Postgres SQL DBMS.
Java JDK 1.5.
Serial Multiport Card.
Parallel Port Connection.
J2EE Aplication Developed.
LabsComputers FreeBSDLive CD with serial consol.
Available serial port .
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Figure 3: Interconnection of components of the remote petvab.

6. TESTAND VALIDATION

The evaluation of the use of the remote networkiatorios as supporting teaching in computer ndtveonsist of
comparing this proposal with the traditional apgtoalo achieve this, the following questions shdgdanswered:
* How long does a student take to complete theldistof an activity using a remote lab versus eefto face
lab?
» What is the efficiency reached? (Time and congpless)
» What is the user’s satisfaction?
« Are there meaningful differences in relation wiltle face to face practice in the lab?

Due to the exploring character of this validatitie experiment guidelines are determined throughothjectives,
for example, characterizing the impact of the rertobl of the network configuration on the studsi¢arning. In
particular , to contrast the efficiency obtainedtbg student by means of the remote tool usedoempared to the
face to face method in the resolution of a cyclebfactivities.

The test pursues the study of the effect of usingpecific tool to teach how to configure netwogkipment. This
shows, as an independent variable, the tool used &s a dependent variable, the efficiency achieved
configuring the network equipment.

Based on the scope and objective set, it was édtallthat this research is a quasi experimeniy mény tests and
a control group, in which case, the variable igiby the presence or absence of the remote tool.
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Figure 4. Shows the general outline of the experiment ékgected efficiency result).

Fig. 4 shows the general outline of the experimeBwth groups of students (face to face and renmueefporm the
same activities. The control group is the team wagrKace to face. Thus, it is expected similarsutes in the
efficiency in both groups.

To achieve the experiences the following sequesicariried out as it shown in Fig. 5.

1.- Both groups receive the same class notes.

2.- An initial test is given to both groups.

3.-The group is divided into a control group (lodaboratory) and experimenting group ( remote
laboratory) to perform the experience.

4.- To finish each cycle, both groups have a fieat, evaluating the learning acquired.
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Figure 5: Experiment sequence.
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The activity shown in fig 5 is achieved in 3 sessi (every session in a different week), in whiathb
methodologies are carried out. The detail is devia:
» Session 0: Handing out checklists and directfonsthe activity. The students are also informbdu the
timetable, deadlines and processes.

e Session 1: Activity of “Configuration from PC tocCP and basic commands of connectivity”. Before
beginning, personal data of participants” profgeobtained through a survey. Later, an initial,tes
checklist and a final test are given to both factate and remote students.

e Session 2: Activity of “Advanced configuration 8fwitch (VLAN)”. Students are given tests, as in
session 1. Once the activity is over, the studeat® to answer the satisfaction survey.

7. RESULTS

The results obtained in the different evaluatioresshown in Table 4, 5 and 6. In Table 4 the resofitinitial test
are showed with range, 0 (very bad) to 100 (exo#8lleln both experiences, the initial test haceay\similar results
by using the local and remote lab.

Table 4 Results of the Initial Test

Local Remoe
Experienc 1 57.1 62.5
Experienc 2 9C 92.5

Table 5 Check list execution time (hh:mm:ss)

Local Remoe
Experienc 1 0:37:0( 0:20:2(
Experienc 2 0:41:4( 0:28:0(

Table 6. Results of the Final Test

Local Remoe
Experienc 1 73.E 89.¢
Experienc 2 80 85

In the case of the checklist (Table 5), time i®takito account only if the students completeli®0%, since all the
students can answer it completely

It can be clearly seen that learning results ateeban the remote lab not only on the time takemo the activity
but also regarding tests results.

Therefore, the average efficiency obtained in #raate activity is better than the results obtaiimetthe face to face
activity. The opposite happens with the face teefactivity in which efficiency diminishes. The iease of the
efficiency can be influenced by the fact that thare no distractive elements, such as the studgwtbering at the
patch panel to connect the equipment. In the rercase, the students are focused to use only tinenaads,
avoiding all the distracting factors that can talkece in a face to face lab.

To get more conclusive data, it is necessary tdyapp experiment:

*  With more students
« Doing more exercises than activities are usyagiformed.
* Repeating the activity several times and in défe universities.

With the above conditions and taking a control grthat represents a normal course of network labose similar
using a remote tool, more representative resulisbeaobtained for this activity. However the tresttbwed by the
results points out that the remote tool describedhis paper is an effective tool for leaning comepwunetwork
through the configuration of network equipment arglipport equivalent to a face to face laboratory
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8. CONCLUSIONS

In this article, It is described a new methodolégrya remote network lab as a tool to support teegchf computer
network. This proposal allows the student to commglet the learning of the theory and practical (lsaowl)
experimenting in network devices simultaneousiynésyonously?)with theoretical classes and from ramoyn with
Internet access. Unlike the current solutionss firioposal allows the interaction with cutting eagenmercial
devices widely used at the workplace.

The validation of the use of the remote networkisabompared with the traditional method of teaghiifo do this ,
some tests are given to senior students of Compugineering. Results show a great similarity eetarboth face
to face and remote, but the trend is to get bettgults with this proposal. This shows that the afsa remote lab is
actually a support to the teaching of computer pektw
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